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1. Radiator Specification for QSK60-G4 Engine
I.  Full Radiator Kit Part #: 40200035 — manufactured by Covrad for the first

five generators (or equivalent) (fan guard, hoses, harmess).
II.  Generator #4 only — Air Turbo Elbo , front heat sensor cables, fuel pressure
pipes, injection fuel pipes, exhaust isolation
III. Radiator Part #: 0179-2921/ A050G075 for the remaining three generators.
IV. General Requirements:
e Radiator meets engine's cooling needs and compatibility as per Cummins
standards.
e Radiator cooled with engine belt driven built-in centrifugal fan.
e Two pump / two loop system.
» Radiator capable of cooling the engine on continuous full load duty.
e Unit to be provided with shroud (extra guarding and duct adapter frame).
e Unit to be provided with fuel heat exchanger (fuel cooler).
V. Technical Specifications:
e Equipped with low coolant level switch.

e Equipped with pressure valve, cap and drain cock.
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e Dimensions: The radiator dimensions should be suitable for easy integration
with Cummins QSK60-G4 engines without requiring any modifications to the
existing engine mounts or cooling systems. With overall width of 2494 mm
and overall height of 3040 mm.

e Coolant Type: The radiator should be designed to work with the
recommended coolant type ES Complete EG for QSK60-G4 engines.

e Inlet and Outlet Connections: The radiator should have standard-sized inlet
and outlet connections compatible with QSK60-G4 engine cooling hoses
according to SAE J20 R1 or R2. All hose clamps shall conform to SAE J1508.

e Mounting: The radiator should have appropriate mounting points or brackets
for secure and stable installation onto the engine or the designated mounting

location and equipped with lifting holes.

VI. Documentation:
e Suppliers are required to provide detailed technical documentation, including
installation guidelines, maintenance instructions, and safety information.
VII. Warranty and Support:
e The supplier should offer a comprehensive warranty covering manufacturing
defects and performance issues for a minimum of 2 years.
o The supplier must also commit to providing after-sales support and technical
assistance as needed during the warranty period.
VIII.  Pricing and Delivery:
o Suppliers should provide a clear and itemized pricing structure for the radiator,
including any additional costs such as shipping and taxes.
e The delivery schedule should be specified, along with the estimated time
required for manufacturing and delivery.
IX. The number of generators needed to change their radiator is: 8 (eight)
generators

X.  Serial Numbers of these generators:

Engine Model: QSK60-G4

Engine Serial Number G1: 33160565
Engine Serial Number G2: 33160579
Engine Serial Number G3: 33160360
Engine Serial Number G4: 33161171
Engine Serial Number GS5: 33160574
Engine Serial Number G6: 33198483
Engine Serial Number G7: 33198489
Engine Serial Number G8: 33198487
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POWER MANAGEMENT SYSTEM:

Supply, Install, Program, Test and Commission a Power Management System complete with
Hot-Standby Power SCADA Operation and Hot-standby main PLCs, Programmable Control
Relays able to collect the specified discrete input/outputs points, interfaces, interconnection
wiring, connectors and all necessary accessories for the interconnection and integration within
the Power management network. The system shall be assembled for a perfect operation and to
the full satisfaction of the Engineer. All interfaces required for the perfect operation shall be
provided by the contractor and their price shall be included in the load management panels
budget. The conduits and wiring between the power Management panels and peripheries have
to be included in the power management system budget. All rigid and flexible conduits (as
specified) to be with conduit coupling between conduits and pull / junction boxes. The SCADA
and PLC systems shall be implemented by a certified Schneider Electric Power Automation
system integrator who is officially recognized by the manufacturer. The selected integrator
must hold a valid, non-expired certification in Ecostruxure Power SCADA Operation and
demonstrate proven experience on similar projects.
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Operation & Maintenance for Diesel Power Plant

ITEM Description of Units OTY Unit Price USD Total Price USD

Operation and Maintenance of

1 the Power Generation Plant and 1 T — g Y Y S
its Associated Electrical Stations
— Diesel Power Plant
........................... T .
Total
A sall Jiald A4S
ITEM Description of Units Unit Price USD Total Price USD

Generator Rehabilitation,
1 Dismanﬁing and Reinstallation, | «eeeerrcriciiiiiiniiiiii. $ | coivandissisieniesasietines )
Testing, and Handover.

........................... $ | sensassss s

Total

S iy ol (A )5
Full Radiator Kit COVRAD
ITEM Description of Units oTY Unit Price USD Total Price USD
Radiator COVRAD
1 Part # 40200035 8 | scmsommmersmsmennnn . S — $
for Cummins Engine Model:
QSK60-G4

........................... B | snesnmnvnserumnananssnnnnvenvassad

Total
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Cummins Engine Number 4 Model: QSK60-G4

ITEM Description of Units OTY Unit Price USD Total Price USD
l Front heat sensor cables 2 ........................... $ ................................ s
2 Air Turbo Elbo Plastic #3030774 & | snigsnsvseeiisRIeie P | e R $
3 Fuel pressure pipes ISEE |  coeercicemmimnaan e $ | isnsnsnanrnrsesisiin $
4 ]“jection fuel pipcs LNEE || cconommosmmmniisninion . ) [ —————————— $
5 Exhaust isolation 1 Set | svsaninsissainvisivivive S |memsmaissnnnseiss $
........................... B | cosesnnmnsnnirinmnimnasiaid
Total
S Sl (JB oy
Radiator
ITEM Description of Units QTY Unit Price USD Total Price USD
Radiator
1 Part # 0179-2921/ A0S0GO7S A | s . $
for Cummins Engine Model:
QSK60-G4
........................... ® | ssmnninsimansiaain®
Total
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CUMMINS MODEL: QSK60-G4

SCADA M S f g

ITEM | Description of Units PartNo | QTY | Unit Price USD - Total Price USD
| KIT CYLINDER |
1 8 |[ssmsmsesssandinnesi | ssemsssnsanseaeasaune $
HEAD GASKET fehass
Set, HHP OVHL Oil
2 . L |ossssmmemmsesmondedd | wreapmonmssrenmnpvmnsay $
PAN GASKET Ra6000
SET, HHP OVHL
3 LOWER BLOCK 4956003 R e B $
Gasket
3629205
4 . T $
THERMOSTAT 5538724
5 THERMOSTAT 3651379 10 | svimssesvassan | comsmsmmmnnisresnivss $
6 THERMOSTAT SEAL | 3627961 28 | sramisrsnsnnand | SEernrseuRNR ey )
7 Belt v ribbed 5412990 - A . I e h
8 Belt v ribbed(fan) 0511-0224 . | P R g $
COMPLETE
9 I | sismmmimivivamsnnmil | srmiaesanss i ersesim S
INJECTOR 4326781
10 KIT VALVE, INTAKE | 2881815 . T T $
KIT VALVE :
11 R 2881811 R . [ T )
EXHAUST .
12 ROTATOR, VALVE 4086649 04 | sl | sEEe e e R $
INSERT, VALVE
13 ? B | s TR | e A R s S
(INTAKE) 4080326
INSERT, VALVE
14 8 e R .. e §
(EXHAUST) 4080333
GUIDE, VALVE
15 2 3 A [T $
STEM 3646200
16 VALVE STEM SEAL | 3408282 BE  nvsiisn e ol | wiis e SR A S
(INTAKE) 3646766
VALVE STEM SEAL
17 .| ONRIRRRRR . . PP $
(EXHAUST) 4080343
BUSHING .
18 2 | mrmmnensmsmssansamaseitl | essnamemnnssne vame s s g S
CAMSHAFT e
BUSHING
19 16 | syt | i e e )
CAMSHAFT AR
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KIT, CYLINDER
20 ’ BE | i sl | o A A $
LINER 4089143
21 SET PISTON RING 4089247 . 17 (O . [ (————————————————— $
4309253 ;
22 I | el || R S R RS S
KIT PISTON ENGINE 5472920
BUSHING
23 2 M | st || MmO e SRR $
CONNECTING ROD SUERSED
BEARING
24 2 S [T $
CONNECTING ROD e
2
25 SET MAIN BEARING | 4024792 T e $
26 TURBOCHARGER 4089809 1. |onsmmrrianars | S e R $
KIT
27 e O(_:HARGER 4027970 ¥ lummsasenasaal| 2 oisossssnssises $
repair KIT
28 KIT WATER PUMP 4376151 I .l [ L $
29 KIT WATER PUMP 5633398 B || ocamsssssmsamond | msimmies s ms s s $
30 FRONT OIL SEAL 3649551 8 | venmesessnemmmmmnosnanil | smvsssnaneneserenssnsenmnns o $
31 REAR OIL SEAL 3649550 . J ... 5 RS $
COOLANT LEVEL
32 N s R I G e $
SENSOR BEDIA sk
ALTERNATOR
33 BEARING A-?ISIIO:ZR- 3 Wumsmassrrssaad | s $
(MARATHON)
34 SHOCK ABSORBER | 3008018 . L R ot $
35 LEVER IDLER 5372095 I (e e S g . $
36 ROD ENGINE CON 3644676 > Q) [N ReTmnra..  JE——————y——— $
37 PUMP FUEL 2897671 T ) [ o, $
SENSORPRESSURE
38 Ll semebesmtsntnimnmmacid | | sissciasamans S
AMBIENT AIR S
39 HARNESS, WIRRING | 4384743 (S . | (e e $
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SENSOR
40 TEMPERATURE 3408345 T .. 2 T $
COOLANT
SENSORPRESSURE :
41 8 e | e $
COOLANT 5594377
SENSOR
TEMPERATURE
42 4954905 2 Msimmaommmsssassat® | susemmassvaani )
COOLANT, OIL, OR
FUEL
SENSOR BLOWBY
43 4 I | ssumiinnmenaai | deiscssmimsig $
FLOW 5461522
SENSOR PRESSURE
44 5698271 G (R =——— | R ————— $
FUEL L
45 SENSOR PRESSURE 5594396 E | osemsesommemmmmmmonneesidl | smsmssonmssmemmmnnanens $
OIL
SENSOR ENGINE
46 . ) $
SPEED FLY WHEEL et
SENSOR PRESSURE
47 I leprmmrmsremmemeani || vasrsadisviperemmasti $
FUEL PUMP Se0Ba1
SWITCHCOOLANT
48 4 2 " M | R————.. 1! (ORI $
LEVEL 38393
COREB
49 ' 22 (ENTPROON. .- 1 S $
AFTERCOOLER S
GASKET,
50 AFTERCOOLER 5540851 12 |cowmepeammsnani® | sonsmasasemees $
COVER
51 CORE, COOLER 3641960 iz | (AT ————. . R —— $
52 SEAL, O RING 212161 B8 | cesnemrivasrosenrrorerens® | vesvesversesmrvseesveses $
GASKET, LUB OIL
53 : 1 i e I e $
CLR COVER 3637730
3 . o O (M vomsmme—————rl . 3 (TP $
Power Management System
Description | Unit | QTY Unit Price USD Total Price USD
New Main Power Management
Panel based on M580 HSBY with
Hot-Standby Functionality Supply
& Installation Of new PLC Panel LS l -------------------------------------------------------------- $
covering Two (2) Modicon M580
with Hot-standby functionality
including new HSBY CPU, racks,
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Power Supplies, Ethernet modules,
Industrial managed switches and
Gateways, connected to existing
M340 PLC acting as Distributed
I/O Device. in addition to the Re-
Programming, Site Testing &
Commissioning covering the below
major tasks: A B * Configuring the
Hot-Standby Functionality * Re-
Programming the M580 HSBY to
intergate the Power Management
System controlled previuosly by
the existing Modicon M340
Stanalone PLC. * Re-Programming
the existing M340 to be acting as
Distributed /O for M580 HSBY
with providing the necessary data
to the existing HMI * Enhancing
the PMS sequence of operation to
cover all operator needs based on
the previous years operation
period.

Supply, install, connect, test and
commission the following:
Schneider  Electric PAS 600
Gateway to be installed at new PLC
M580 HSBY PLC Panel or
installerd at existing M340 PLC
Panel or installed at each MV SWG

Supply, install, connect, test and
commission of Schneider Electric
Communication Interface Modules
with all related accessories (Plate,
Interface,Cord,Connectors..)
mounted on Schneider SEPAM
S82 Protection Relay related to
Post Principal and  Genset
Totalizing  Medium  Voltage
Switchgears, to be connected to the
PLC/SCADA as described in the
specifications.

R R EE $

Supply & Install all necessary
conduits, Power cables, Ethernet
and Modbus Cables, wiring relatd
to the new Power management
system as per the satisfaction of the
Engineer.

.------c-cc---t.--o-oouos

dahY ul g Alasas Ailpa g Jutdd
g Aa giall Al ygs)) cilbaaall
SCADA M 8.5

No. 2
No. 25
LS 1
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SCADA Servers:
Supply, install and connect of Two

(2) new PMS Industrial servers | No. 2 | sesssiscasscsessseavmie B  csssssssesisesiies
rack mounted as described in the

specification.

Supply, install and connect of One

(1) new Workstation desktop type | No. I | cssvmasvassieere | asswsieniesiesin

as described in the specification

SCADA Software & Engineering:
Supply, install, program, test and
commission a complete Hot
Standby Redundant Ecostruxure
Power SCADA Operation
Software by Schneider Electric
with (2) Server Licences and (1)
Client license 5000 points each as
per specification file supporting
IEC 61850, Modbus TCP/IP,
Ethemet and other defined
protocols. Engineering and
Programing of the SCADA The
system which shall support reading
and control of the below including
all needed wiring, interfaces and
accessories:- New Main Power
Mgmt Schneider M580 HSBY
PLCs- Main ATS Schneider LS 1
TWIDO PLC.- Eight (8) Gensets
Controllers- Eleven (11) SEPAM
protection relays Poste Principal-
Forteen (14) SEPAM protection
relays MV Totalizing Panel- Power
Meters- All other data required by
the power plant operators -
SCADA points shall be up to 5000
Tag.- Full Integration with Fire
Alarm Systems Item shall be
complete including all related
works, all as specified, and to the
satisfaction of the Engineer
Program Development of new
SCADA system, according to
P.O.B Operators, Engineers &
Management with at least 5 to 7
HMI Screens (including Trending /
Alarm pages etc.)
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SCADA Software Training:
S days deep training (online or
other) leaded by the manufacturer o
EcoXpert Certified Partner system
gl _ 8 o provide LS 1 | aosemorcms ¥l  eeesomEens $
comprehensive training to the
client’s Engineering staff (2
persons), including system
operation, troubleshooting, and
routine maintenance procedures
......................... B | s nsenraes
Total
Gl £1a Ga b i) 531 JSa Jladal g 1A g Clulea ASed 5 Al S A% pludd) A8LS Aibua
Description of Units OTY Unit Price USD Total Price USD
Supply and install lighting chassis
and fixtures as existing with LED
lamps with rcp]acing damaged LS | suseassssisissvsnms 8 | asrauisusssninmsaasee $
PVC pipes and wires and
accessories.
......................... R T
Total
Y Al e 59 S 59 2,480
‘Description of Units Q1Y Unit Price USD Total Price USD
Supply and install Fire detection
System with all relevant accessories 1 $ $
as stated in technical specs in
Annex 11
------------------------- $ lllllll.'......!I.ll.l..l..ll.$
Total
Jualiy Alua 4dlS
Compression test for linear seal after head cylinder inspection crank case pressure
Description of Units OTY Unit Price USD Total Price USD
Compression test for linear seal
after head cvlinder inspection 1 || sssmmecenens [ S o $
crank case pressure
Total = | sseeess srssssessnsanannes | s h
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Description of Units g )TY -I_Jnit Price USD - Total Price USD
oY 58 o)) g Sl ddls
1 Cvlinger Head Gasket 1 | sssessssvonmmmmesis s .................................
Tota] ......................... $ ---------------------------------
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SECTION [257020]
Power Management and Control Software

EcoStruxure Power Operation “EPO” by Schneider Electric

I. Software — General
1. Furnish a dedicated, edge control, software platform (The Software Platform) that is
purpose-built to be the operational interface for a Power Management and Control
System (PMCS) based on Schneider Electric EcoStruxure Power Operation Software
whose primary purpose is to support the provision and management of safe, reliable and
efficient power within buildings and facilities. The Software Platform shall have
specialized data acquisition, visualization, analysis and reporting tools specifically
designed for Power Management applications such as:
Source and Network Control.
Electrical Distribution System Monitoring and Alarming.
Electrical System Capacity Management.
Power Quality Monitoring and Compliance.
Multi Source Management.
Continuous Electrical Thermal Monitoring.
Breaker Setting Monitoring.
Backup Power Testing.
Power Events Analysis.
Energy Usage Analysis and Energy Benchmarking.
Ultility Bill Verification and Cost Allocation.
I. Energy Performance Analysis and Verification.
m. Active Arc Flash Protection.

2. The Software Platform shall natively support (no additional installation or configuration of
the software required) at least 75 devices specifically designed for power distribution and
power quality monitoring including: programmable power analyzers, power meters,
branch and multi-circuit meters, smart panels with communicating circuit breakers,
protection relays, electrical distribution thermal sensors.

a. All registers shall be pre-mapped to standard measurement names — no
additional register mapping required.
b. All native device types have been factory-tested and proven to perform.
3. The Software Platform shall be certified as part of an Energy Data Management System
according to the sections of the following ISO standards:
a. I1SO 50001
i. Energy review
ii. Energy baseline
iii. Energy performance indicators
iv. Monitoring, measurement, and analysis
v. Input to management review
b. I1SO 50002
i. Data collection
ii. Measurement plan
iii. Analysis
Section [257020] Page 1
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iv. Energy audit reporting
c. I1SO 50006

i. Obtain relevant energy performance information from the energy review

i. Identify energy performance indicators
The Software Platform shall be certified to comply with cybersecurity standard IEC62443
SL1 at the component level: IEC62443-4-1 and IEC62443-4-2.
The Software Platform shall be designed to streamline the process of checking and
maintaining EN50160 and IEEE 519 Power Quality compliance.
The Software Platform shall natively support the vendor's continuous electrical thermal
monitoring system with the ability to detect abnormal bus bar or cable temperatures due
to lose or faulty connections and to prevent equipment damage and fire.
The functionality of the Software Platform shall be extensible whereby additional
capabilities may be added via software license activation codes without the need to
install additional software modules or add-ons.
The Software Platform shall natively support the vendor's active arc flash protection
system with the ability to detect and then distinctively indicate, classify and display alarm
information as an arc flash alarm.

Software — Real Time Monitoring and Control:

1.

The Software Platform shall have a graphical monitoring and analysis application with
support for custom graphics/images for the purposes of:

a. Creating graphical diagrams of the Power Monitoring system, including electrical
one-line diagrams, facilty maps, plan views, floor layouts, equipment
representations, and mimic displays.

b. Displaying electrical network status through real-time electrical one-line diagram
animation based on a tag value expression.

c. Monitoring complex auto-transfer schemes in real time.

The Software Platform shall be capable of writing to device registers for operations such
as resetting, triggering, toggling, switching, manual waveform capture, controlling remote
devices, equipment and circuit breakers for power management applications such as
Source and Network Control and Multi Source Management.

The Software Platform shall have a web-enabled, real-time tables application that
provides interactive side-by-side visualization of real-time measurements.

The Software Platform shall have a power monitoring trending application with graphical
charts for real-time trending of power usage (kW, Volt, Amp, and kWh) or any
measurement supported by metered equipment such as generators and MV/LV
switchgear.

The Software Platform shall support the following as it relates to graphical monitoring:

a. HTML5 enabled graphics.

b. Graphics should resize based on whatever monitor or viewing device is being
used.

c. It shall be possible to use JavaScript to customize the behavior of each graphic.

d. The Software Platform graphics editor shall be able to import Scalable Vector
Graphics (SVG) technology.

e. A built-in library of ANSI and IEC Power graphics symbols shall be provided with
the Software Platform.

Section [257020] Page 2
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Operators must be able to change from one graphic to another by selecting an
object with a mouse - no menus will be required.

It shall be possible to create and save graphical components and JavaScript
code in reusable and transferrable, customized libraries.

The ability to have multiple instances of a graphic and edit one instance to
change all.

Ability to import .gif, .png, .bmp, .jpeg, .tif, and CAD generated picture files as
background displays, and layering shall be possible.

6. The Software Platform shall support arc flash protection devices with a built-in set of
real-time graphical indicators for use in electrical one-line diagrams that indicate
occurrence of arc flash incidents.

7. The Software Platform shall continuously monitor the health status of the arc flash
sensors and the sensor's interconnection between different devices. In case of bad
health state the operator shall receive an alarm in the Software Platform.

lll. Software — Alarm and Event Analysis and Notification:
1. The Software Platform shall have a mechanism to create standard, user-defined alarm
hierarchy views that fit user defined criteria.
2. The Software Platform shall support the following as it relates to alarm performance:

da.

b.

C.

d.
e.

Maximum 10s response time from event capture in a device and display in the
software alarm viewer.

Retrieve and display timestamped alarms directly from devices that support
onboard alarm logging.

Retrieve and display timestamps to 1ms resolution from devices that support
1ms timestamp resolution.

Create PC-based alarms to 1ms resolution from reading device values.

Multiple alarm types, including: Timestamped, Digital, Analog, Advanced, Multi-
Digital, Timestamped Digital, Timestamped Analog.

3. The Software Platform shall have a mobile alarm notification component that will use the
native high availability, hot-standby failover redundancy of the platform, not its own
separate redundancy mechanism.

4. The Software Platform shall provide a web-based power events analysis application that
includes but is not limited to the following features:

a.

Automatic, intelligent clustering of events into alarms and multiple alarms from
multiple devices into “incidents” to simplify the analysis of multiple cascading
events.

Automatic categorization of alarms and incidents into predefined categories such
as Arc Flash and Other.

Predefined views for events, alarms and incidents with intuitive navigation and
easy to use, configurable filters based on priority, status, source and categories.
Popup window with detailed information about where, what and when an alarm or
incident happened and a thumbnail summary view of all waveforms associated
with the alarm or incident.

5. The Software Platform shall provide a graphical timeline view of alarms and events that
constitute an “incident” in the electrical distribution network. The timeline view shall:

a.
Section [257020]

Display alarms/events stacked by order of time for sequence of events analysis.
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b. Display the start and end of alarms/events with color-coded dots.

c. Indicate if there are captured waveforms associated with the incident.

d. Have a configurable analysis window with a color-coded time slider that uses

color to indicate areas in the timeline where there are greater numbers of alarms.

The Software Platform shall include a web-based Smart Waveform Analyzer interface
with the following capabilities:
Toggle on/off Voltage/Current channels.
RMS calculation, zoom, pan, export to CSV.
Interactive phasor and harmonic (voltage and current) diagrams.
Allow multiple waveforms to be compared to each other.

coow

Software — Data Analytics and Visualization:

1

The Software Platform shall include an interactive, web-based Dashboard application
that provides auto-updating dashboard views that may contain not only energy and
power data but water, air, gas, electric, and steam (WAGES), historical data trends,
power quality, images, and content from any accessible URL address.
Users shall be able to create, modify, view, and share their dashboards (including
graphics, labels, scaling, measurements, date ranges, etc.) using only a browser and
without the need for a separate software application to design, create, modify or publish
dashboards.
The Software Platform shall support kiosk slideshow displays by assigning individual
dashboards to slideshows to run in unattended mode, scrolling through designated
dashboards at a configurable time interval.

a. Any number of kiosk slideshow displays may be created and configured to run

independently on any computer using a browser.

The Dashboard application shall provide a library of standard graphical objects (gadgets)
including Bar, Pie, Trend, Real Time and Web Portal
The Dashboard application shall provide a library of specialized energy usage graphical
objects (gadgets) including Period Over Period Comparison, Pareto Charts, Heat Map /
Carpet Plot and Sankey Diagrams.
The Dashboard application shall provide a library of specialized Power Quality graphical
objects (gadgets) including PQ Downtime Impact, PQ Rating, PQ Incident Breakdown
and Location.
The Software Platform shall provide an interactive, web-enabled Reports application that
allows users to generate, modify, save and manage reports based on pre-formatted
report templates (up to 64 templates) that are designed to support the following:

a. Energy Billing, Verification and Allocation.

b. Energy Management and Performance.

c. Power Quality Performance and Compliance (EN50160 and IEEE 519).

d. Electrical Equipment Operation and Performance (Breakers, UPS's and

Generators).

The reporting tool shall support automatic distribution (via email or shared folder) on a
schedule basis or based on event or manual export using the following output formats:
.csv, .xlsx, .pdf, iff, .html, .xml.

Section [257020] Page 4
Power Management System 07/28/2025



Software — Technical Infrastructure:

1. The Software Platform shall be able to be installed on a physical computer or virtual
machine and shall support a variety of Windows operating systems including Server and
non-Server class Windows operating systems.

2. The Software Platform shall be developed and designed to help secure power
monitoring and control operations and comply to cybersecurity policies by adhering to
the following:

a. Must follow Secure Development Lifecycle product development processes.

b. Minimum of two-factor authentication.

c. Two-factor or multi-factor authentication does not require Internet access and
may be used on an isolated network.

3. The Software Platform shall be able to operate in a network environment with
configurable firewalls that perform deep packet inspection for Modbus communications.

4. The Software Platform shall support the following cybersecurity features:

a. Encrypt the transmission of data between the Software Platform Server and its
Web Clients using Transport Layer Security (TLS) version 1.3.

b. Establish secure authentication between the Software Platform Server and its
Web Clients using Certification Authority (CA) certificates.

c. Encryption and hashing of system credentials using AES256 and SHA-512
respectively.

d. Capable of installing into a Federal Information Processing Standard (FIPS)
compliant environment.

e. Application Whitelisting.

f. Encrypt the transmission of data between the Software Platform primary node
and secondary node using Transport Layer Security (TLS) version 1.3.

5. The Software Platform shall support the integration of Windows Active Directory for
users and groups from across multiple domains to facilitate the following:

a. Login to the Software Platform using Windows credentials.

b. Enforce password policies via Windows (complexity and expiration).

c. Role-Based Access Control (RBAC).

6. The Software Platform shall be able to log up to 100,000 tags of historical data at a 1-
minute interval and store this amount of data for up to 2 years.

a. The historical 1-minute interval data shall be accessible to the user in a web
interface via the following reports that can be formatted as XML, Excel, Word or
PDF documents: Single Device Usage, Multi Device Usage, Trend and Tabular
reports.

7. The Software Platform shall intelligently and automatically acquire data from devices,
including onboard events, trends and waveforms from natively-supported device types:

a. Without any need for software configuration or data upload scheduling.

b. Onboard, high-resolution timestamps (1ms) shall be retrieved without
degradation or modification even for devices that support clock synchronization
via GPS, IRIG-B, NTP or PTP (Precision Time Protocol).

c. Timestamp Quality status shall be retrieved directly from devices that support this
data quality attribute.

8. The Software Platform shall support device-level Modbus integration with the following
capabilities:
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a. Dynamic scaling of register values and not require a separate scaling register to
perform value scaling for power and energy data.

b. Modbus master to read/write registers in Modbus devices for monitoring and
control applications.

c. The software shall be capable of Modbus device definition (device drivers)
creation to enable integration of third-party Modbus protocol devices.

9. The Software Platform shall support a specialized diagnostics user interface designed
for power management that shows all power devices, automatically highlighting errors
and potential causes of under performance.

10. The Software Platform shall support OPC AE Server alarm and event data sharing
applications amongst OPC AE systems.

11. The Software Platform shall support OPC DA Server 2.01 with the following capabilities:

a. Provide default OPC Server tag mappings for all natively supported device types
without the need to select, configure, or program the mapping of device registers
to OPC tags.

b. Provide a flexible means to add or change OPC mappings and shall support the
ability to add custom measurements.

12. The Software Platform shall support OPC DA Client 2.01 real-time data interoperability.

13. The Software Platform shall support OPC UA Client 1.01 for data sharing between OPC
UA compliant systems.

14. The Software Platform shall support ability to integrate other web applications into its
web interface via use of pluggable web content widgets.

15. The Software Platform’'s Reporting and Dashboard web applications shall be
simultaneously accessible from their own individual web addresses so that they may be
embedded in other web-based software environments.

16. The Software Platform shall support Web Services interoperability with the following
capabilities:

a. Web Services Server for sharing real-time, historical (i.e. timestamped trend
data), and alarm data (i.e. timestamped event strings) from the Software Platform
to other Web Services Client applications.

b. User interface for Web Services configuration and mapping.

c. Provide the ability to acknowledge alarms by authenticated and authorized
clients.

17. The Software Platform shall have an Extracl, Transform, and Load (ETL) engine for
exchanging data between files, databases and systems with the following capabilities:

a. User Interface for specifying connection information, data formats, measurement
mappings and schedules.

b. Support for importing data from .csv and .xml data files, Wonderware Historian
databases and other 3rd party databases via OleDB connections.

18. The Software Platform shall function without disruptions (including communications,
logging, and alarming) in the following ways:

a. Software components can be installed and available on both primary and
secondary nodes.

b. Software components on the secondary node are up but will not process data or
requests to avoid double polling of connected devices.

c. Data is mirrored in near real time and both nodes will have identical data. Data
replication is done through the software’s capabilities and provides a recovery
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time of a few seconds automatically in case of the primary node being
unavailable.

d. The software shall provide the ability to achieve up to eight times device
redundancy per connected device.

e. Historical data shall be synchronized and backfilled in a data historian following a
primary node failover recovery.

19. The Software Platform shall have a single, end user software application specifically
designed for integrating Modbus, IEC 61850, IEC 60870-5-104 and DNP3 device types
and shall have the following capabilities:

a. Simple creation and management of device definitions (device drivers).

b. Pre-defined, default measurement system (Common Data Model) for consistent
mapping of Modbus, IEC 61850, IEC 60870-5-104 and DNP3 tags to standard
measurements.

20. The Software Platform shall support offline software configuration management for
efficient system deployments and upgrades.

21. The Software Platform shall support internationalization and regional settings.

22. The Software Platform shall provide factory support for the following languages: English
and French.

Service — PMCS System Optimization:

1. The PMCS vendor shall furnish a set of specialized power analytics and reporting tools
(The Analytics and Reporting Tools) designed to help Power Management Service
Professionals evaluate the configuration and performance of the PMCS system,
diagnose specific problems in the electrical power system and suggest recommended
actions to take based on the probable causes.

2. The Analytics and Reporting Tools shall be certified as part of an Energy Data
Management System in accordance to the data validation requirements of 1ISO 50001
Section 4.6.1 (Monitoring, measurement and analysis).

3. The Analytics and Reporting Tools shall diagnose various data quality and power
monitoring system configuration issues and suggest probable causes including:

Device has been removed or is not logging any of the requested measurements.

Communications to the device has been lost or are intermittent.

Multiple devices have been assigned the same connection information.

Load has been removed or needs repair.

CT shorting blocks left closed or Voltage disconnects left open.

Breaker has tripped.

Malfunctioning pulse counter.

Control system malfunction.

Current Transformer (CT) polarity error.

Dual load/generator or generator operating during reporting period.

Metering device has multiple or high frequency logging triggers configured.

Measurement units’ mismatch across metering devices in the system.

m. Logging interval mismatch across metering devices in the system.

4. The Analytics and Reporting Tools shall diagnose various energy balance problems in

the power monitoring system and suggest probable causes including:
a. Submeters are not all fed by current meter.
b. Incorrect device names or communication information.

AT T T@mopoo0ow
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VII.

Power meter has a misconfigured CT ratio or Potential Transformer (PT) ratio.

Incorrect phase wiring in main power meter or submeter.

Miswired or disconnected phase.

Locally generated power reported as consumed power.

Non-radial distribution system.

Missized CT —the CT is toc large to accurately measure the load.

5. The Analytlcs and Reporting Tools shall diagnose and report various electrical power
quality issues for conditions including:

a. Over/under voltage.

b. Voltage imbalance.

c. Transformer overcapacity.

d. Excessive voltage and current harmonic distortion.
e. Excessive lagging Power Factor.

6. The Analytics and Reporting Tools shall be intelligent enough to make suggestions for
harmonic mitigation equipment suitable to counteract any chronic excessive harmonics
conditions that may be detected.

7. The PMCS System Optimization Service shall be delivered by Power Management
Service Professionals from the PMCS software vendor and/or PMCS software vendor’s
certified system integrator partner organization.

8. The PMCS System Optimization Service shall be provided at least twice per year at
approximately six months intervals.

9. The PMCS System Optimization Service shall be able to be applied to existing PMCS
systems and shall not require the PMCS system to be upgraded or connected to the
internet at any time.

S@=oao

System Integrator Profile

1. The SCADA and PLC systems shall be implemented by a certified Power Automation
system integrator who is officially recognized by the manufacturer. The selected
integrator must hold a valid, non-expired certification and demonstrate proven
experience on similar projects both in Lebanon and internationally for at least 10
years.

2. The SCADA & PLC system shall be fully compatible with the existing installed
medium-voltage (MV) switchgears and their associated Intelligent Electronic Devices
(IEDs), preferably of the same brand to ensure optimal interoperability and maintain
system uniformity

3. Furthermore, the system integrator must maintain a local branch in Lebanon to provide
ongoing technical support, maintenance and after-sales service throughout the project
lifecycle and beyond.
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VIll. Central Host SCADA Server (CHS) Hardware

1. The platform specification required is a rack mounted industrial server installed in the
load management racks compatible with the following minimum specifications:
Chassis type: 4U Rackmount Chassis
Built-in PSU: 1+1 Redundant 500W DC ATX PSU 110/ 220 VDC or AC
Motherboard Formfactor: ATX Motherboard
Chipset: Q470E
Processor: Intel 10th Gen i7-10700E (2.9GHz, 8 Cores, 16MB Cache)
RAM: 2 x 8GB DDR4 Memory (Total 16GB)
Storage: 2 x 1TB 3.5" 5KRPM HDD
RAID: S/W RAID supported by Motherboard (RAID: 0,1,5,10)
0.S: Windows 10 Pro 64bit EN
Display interface: 1 x VGA, 1 x DVI-D, 1 x DP
USB: Rear side 8 (2 x USB 3.2 Gen 2, 2 x USB 3.2 Gen 1, 4 x USB 2.0); Front side
2(2xUSB 3.2 Gen 1)
LAN: 2 x GbE LAN (RJ-45) on rear side
. COM Port: 1 x RS-232 on rear side
Audio: 1 x Line-out, 1 x Mic-in
4. Equipped with cooling fan and air filter.
6. Operating temperature: 0-40°C
Operating humidity: 10-85% @40°C non-condensing
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N.B: The above-mentioned computer system hardware specifications are adequate for 8
months from the specifications date. The contractor shall submit an equivalent time-upgraded
specifications at the actual system commissioning time. Only branded computers shall be
accepted (ADVANTECH, Dell, IBM/Lenovo, HP).

2. Ensure that the control of plant is independent of the operator workstation or central
server and that no data of a control nature (except those directly initiated by the operator)
is transferred between field controllers (PLC’s) via the operator workstation or central
server. All system and PLCs shall continue to fully operate following a failure of the
operator workstation.

3. Provide a 32" Full HD LED Monitor same Brand as Server PC with adjustable stand for
ergonomic operation
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IX.

X.

Engineering Workstation Hardware
1. The platform specification required is a Desktop Personal Computer compatible with the

following minimum specifications:

000 o

g.
h. Anti-virus: Licensed and updated protection software

i
j.

Processor: Intel Core i7, 14th Generation or higher

RAM: 32 GB DDR4/2400

Storage: Primary: 1 TB SSD (for Operating System) / Secondary: 1 TB SSD (for Data)
Graphics: Full HD Graphics Card

Ports: Minimum 4 USB 3.1 ports

Operating System: Genuine Windows 11 Professional with the latest updates and
service packs

Office Suite: Microsoft Office 2024 (licensed copy)

Accessories: Wired keyboard and optical mouse
Monitor: 32" Full HD LED Monitor with adjustable stand for ergonomic operation.

2. Provide a 32" Full HD LED Monitor with adjustable stand for ergonomic operation

3. Provide a Backup UPS 1 kVA with 15min backup time

Client Training

Five (5) days deep training (online or other) leaded by the manufacturer Schneider Electric or
its Certified EcoXpert Partner System Integrator to provide comprehensive training to the
client's Engineering staff (2 persons), including system operation, troubleshooting, and
routine maintenance procedures

END OF SECTION [257020]
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SECTION [257010]
PROGRAMMABLE AUTOMATION CONTROLLERS

Modicon™ M580, M340 and Appurtenances by Schneider Electric

PART 1 - GENERAL

1.1 SUMMARY

A. Scope: Provide labor, material, equipment, related services, and supervision required, including, but not
limited to, manufacturing, fabrication, configuration and installation for Programmable Automation
Controllers (also identified as PAC, PLC or Programmable Logic Controllers) as required for the
complete performance of the Work, as shown on the Drawings and as specified herein.

B.  All system components specified or shown on the Drawings shall be provided, as well as any ancillary
or incidental equipment or devices, whether identified or not, required for a complete functioning system
and allow full use of system capabilities.

C. Related Sections: Related sections include, but shall not be limited to, the following:

1. Drawings and general provisions of the Contract, including General and Supplementary
Conditions and Division 01 Specification Sections, apply to Work of this Section.
2, Process controller types and configuration requirements are depicted on the Process
Instrumentation and Control System drawings.
1.2 REFERENCES

A. General, Publications: The publications listed below form a part of this Specification to the extent
referenced. The publications are referred to in the text by the basic designation only. The
edition/revision of the referenced publications shall be the latest date as of the date of the Contract
Documents, unless otherwise specified.

1. Canadian Standards Association (CSA)
a. CSA E61131-2 Programmable Controllers — Part 2: Equipment Requirements and Tests
2. International Automation Association (ISA)
a. ISA 71.04 Environmental Conditions for Process Measurement and Control Systems:
Airborne Contaminants
b. ISA RP 60.11 Crating, Shipping, and Handling for Control Centers
3. International Electrotechnical Commission (IEC)
a. IEC 60068 Environmental Testing
b. IEC 60721 Classification of Environmental Conditions
c. IEC 61000 Electromagnetic Compatibility (EMC)
d. IEC 61131-2 Programmable Logic Controllers — Part 2 Equipment Requirements and Tests
e. IEC 61131-3 Programmable Logic Controllers — Part 3 Programming Languages
f. IEC 61850 Communication Networks and Systems for Power Utility Automation
4. National Fire Protection Agency (NFPA)
a. NFPA 70 National Electrical Code (NEC)
b. NFPA 79 Electrical Standard for Industrial Machinery
5. Underwriter Laboratories (UL)
a. UL 508 — Industrial Control Equipment
Section [257010] Page 1
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1.3 DEFINITIONS

A. Unless specifically defined within the Contract Documents, the words or acronyms contained within this
specification shall be as defined within, or by the references listed within this specification, the Contract
Documents, or, if not listed by either, by common industry practice.

1.4 SUBMITTALS

A. General: Submittals shall be in accordance with the requirements of those specified herein.

1 Submit sufficient information to determine compliance with the Contract Documents. Identify
submittal data with the specific equipment tags and/or service descriptions to which they pertain.
Submittal data shall be clearly marked to identify the specific model numbers, options, and
features of equipment and work proposed.

2, Deviations from the Contract Documents shall be indicated within the submittal. Each deviation
shall reference the corresponding drawing or specification number, show the Contract Document
requirement text and/or illustration, and shall be accompanied by a detailed written justification for
the deviation.

B. Operation & Maintenance (O&M) manuals shall be provided in accordance with the minimum
requirements specified in Section Operation and Maintenance Data, Section Electrical Requirements
and additional requirements specified herein.

1.5 QUALITY ASSURANCE

A Manufacturer Qualifications: Manufacturer shall be a firm engaged in the manufacture of specified
products of types and sizes required, and whose products have been in satisfactory use in similar
service for a minimum of ten years.

1. The manufacturer shall have a valid ISO 9001 certification and an applicable quality assurance
system that is regularly reviewed and audited by a third-party registrar. Manufacturing, inspection,
and testing procedures shall be developed and controlled under the guidelines of the quality
assurance system.

2. The manufacturer or their representative shall have service, repair, and technical support
services available 24 hours 7 days a week basis.

3. The qualified manufacturer shall have within [100 miles] [160 km] of the Project site, a facility or
an approved qualified representative capable of providing configuration, installation, startup,
training, parts, and coordination of emergency maintenance and repairs.

4, The PLC manufacturer shall have in place a written policy establishing a commitment for product
support for an extended period following the initial introduction of the product. The product life
cycle policy shall provide for the following support:

a. All new products will be available on active sale for a minimum of nine years or an
equivalent replacement will be supplied.

b. All products will be supported for a minimum of six years after it has been removed from
active sale.

B. All work performed and all materials used shall be in accordance with the National Electrical Code, and
with applicable local regulations and ordinances. Equipment, assemblies and materials shall be listed
and labeled by Underwriter's Laboratories or by a testing agency acceptable to authorities having
jurisdiction, and marked for intended use.

1.6 DELIVERY, STORAGE, AND HANDLING
A. Prior to delivery to the Project site, ensure that suitable storage space is available to store materials in a

well-ventilated area protected from weather, moisture, soiling, extreme temperatures, humidity, and
corrosive atmospheres. Materials shall be protected during delivery and storage and shall not exceed
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the manufacturer stated storage requirements. As a minimum, store indoors in clean, dry space with
uniform temperature to prevent condensation. In addition, protect electronics from all forms of electrical
and magnetic energy that could reasonably cause damage.

B. Deliver materials to the Project site in supplier's or manufacturer’s original wrappings and containers,
labeled with supplier's or manufacturer’s name, material or product brand name, and equipment tag
number or service name as identified within the Contract Documents.

C. Inspect and report any concealed damage or violation of delivery storage, and handling requirements to
the Engineer.

17 WARRANTY

A. Additional Owner Rights: The warranty shall not deprive the Owner of other rights the Owner may have
under other provisions of the Contract Documents and shall be in addition to and run concurrent with
other warranties made by the Contractor under requirements of the Contract Documents.

B. Extended Warranty: The manufacturer shall provide a [2] year warranty for the processors, input/output
(I/0) systems, power supplies, racks, and communication interface products. The warranty period shall
commence on the date of project Substantial Completion. The terms of the warranty shall provide for
replacement of defective components, free of charge, at any time during the warranty period.

1.8 SPECIAL TOOLS AND SPARE PARTS
A Tools, supplies and spare parts shall be furnished as specified herein for each equipment item.
B. The Contractor shall provide a recommended spare parts list with the following information provided as
a minimum:

1. Contact information for the closest parts stocking location to the Owner.

2. Critical spare parts shall be identified as those parts being associated with long lead times and/or
those being critical to the unit's operation.

3. Maintenance spares shall be identified as being those parts required to regularly perform
scheduled maintenance on the furnished equipment. These spares shall include, but shall not be
limited to, consumable spares that are required to be exchanged during scheduled maintenance
periods.

C. Spare parts shall be provided for each type and size of unit installed. At a minimum, [provide at least
one complete set of all plug-in replaceable components of each size and type installed] [the following
shall be provided].

1 Provide the minimum spare parts recommended by the manufacturer.
2. Provide [1] set of each type of power and control fuse installed within equipment

3. Processors: Provide a minimum of [one] spare for each type of processor unit furnished. [Spare
processors shall be identified and pre-configured for each application as specified.]

4. PLC, PAC, ePAC Power Supplies: Provide a minimum of [one] spare for each type of power
supply furnished. Provide an additional spare for every [ten] power supplies of a specific type
installed.

5. Memory Cards: Provide a minimum of [one] spare for each type of card furnished. Provide an

additional spare for every [ten] cards of a specific type installed.

6. Input / Output Cards: Provide a minimum of [one] spare for each type of card furnished. Provide
an additional spare for every [ten] cards of a specific type installed.

fi Communication Modules: Provide a minimum of [one] spare of each type of module furnished.
Provide an additional spare for every [ten] modules of a specific type installed.

Section [257010] Page 3
Programmable Automation Controllers 07/28/2025



1.9

8. Specialty Modules: Provide a minimum of [one] spare of each type of module furnished. Provide
an additional spare for every [ten] madules of a specific type installed.

Any manufacturer specific special tool, not normally found in an electrician’'s toolbox, required to remove
and install recommended or furnished spare parts shall be furnished. At a minimum the following shall
be provided:

1. If available from manufacture, provide PC-based configuration software tool and a minimum of
[one] communication interface cable for each type of cable required to connect a PC-based
computer to the devices specified herein for configuration and programming.

2. Electronic configuration files, in a media format acceptable by the Owner (e.g. CD, USB stick,
etc.), updated to an as-installed and commissioned state.

Spare parts shall be properly marked and packaged for long term storage. Printed circuit boards shall
be provided in separate anti-static containers.

SYSTEM INTEGRATOR PROFILE

The SCADA and PLC systems shall be implemented by a certified Power Automation system integrator
who is officially recognized by the manufacturer. The selected integrator must hold a valid, non-expired
certification and demonstrate proven experience on similar projects both in Lebanon and
internationally for at least 10 years.

The SCADA & PLC system shall be fully compatible with the existing installed medium-voltage (MV)
switchgears and their associated Intelligent Electronic Devices (IEDs), preferably of the same brand to
ensure optimal interoperability and maintain system uniformity

Furthermore, the system integrator must maintain a local branch in Lebanon to provide ongoing
technical support, maintenance and after-sales service throughout the project lifecycle and beyond.

PART 2 - The Contractor shall PRODUCTS

21

A.

MANUFACTURERS

[Basis-of-Design Product: Subject to compliance with requirements, provide Modicon by Schneider
Electric.]

Acceptable Products: Products specified herein shall be the product of a single manufacturer. Products
and manufacturers specified are to establish a standard of quality for design, function, materials, and
appearance. Products shall be modified as necessary by the manufacturer for compliance with
requirements.

Single Source Responsibility: Obtain PACs / PLCs and required accessories from a single manufacture
with resources to produce products of consistent quality in appearance and physical properties without
delaying the work. Any materials which are not produced by the manufacturer shall be acceptable to
and approved by the manufacturer. If the PLC manufacturer has authorized third party vendors to
provide modules that are compatible with their platforms, then products manufactured by these
authorized third-party vendors shall be acceptable.

1. To ensure reliability and compatibility with all aspects of the Process Instrumentation and Control
System, all PLC equipment shall be from the same vendor as the SCADA HMI software [,
Operator Interface Terminals and Power Distribution Equipment].
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2.2

If process controllers are to be provided from system suppliers other than the Control System Integrator
of specification Section Process Instrumentation and Control System, the Contractor shall coordinate
with the other suppliers to ensure that process controllers are of similar brand and type and are
equipped to utilize identical communication networks.

GENERAL REQUIREMENTS

PLCs shall collect data, perform process control functions and communicate with associated devices
(e.g. remote 1/0, HMIs, Drives, other PLCs, and/or SCADA servers) as required to exchange process
information along the network(s) as specified or shown within the Contract Documents.

PLCs shall be modular in design and capable of scalable expansion by adding modules of various
functions (e.g. input/output signal modules, power supplies, communication modules, etc.).

All PLCs shall be the same manufacturer and of the same series or product line unless specifically
shown or specified otherwise within the Contract Documents. Processors, input/output hardware,
communications modules, specialty modules, etc. shall be interchangeable among all Process
Instrumentation and Control System control panels and interconnected process systems furnished.
Third party PLC modules and hardware by other manufacturers will be acceptable only if the PLC
manufacturer does not offer suitable modules and hardware for the same functions.

PLC shall have the capability to exchange the CPU reference with another from the same product line
series. This exchange must not interfere with the program execution or require firmware or programming
updates, i.e. the application must be able to be executed seamlessly regardless of the CPU reference
(provided the substitution CPU has sufficient capacity).

Be able to have its program downloaded from a remote workstation over a network, or locally
programmed from a portable laptop computer.

Capacity and Installed Spares:

1 Unless otherwise specified or shown, select the specific PLC model(s) and appurtenances based
upon l/O, memory, communication, expansion, and other requirements necessary for the
performance of its functions.

2: Each PLC shall include provisions for expansion and shall have [20%] spare I/O handling, data,
and programming memory capacity of the memary capacity utilized.

3. Each PLC, RIO, or DIO enclosure shall include a minimum of [20%)} installed spares of each I/O
type provided, minimum of 2, within. Installed spares shall include all wiring, terminals, surge
protection devices, fuses, disconnects, etc. that are provided for process utilized I/O.,

4. Each PLC, RIO, or DIO enclosure shall include a minimum of [20%)] spare rack space for the
addition of future I/O modules.

Input/Output Signal Arrangement: Unless specifically stated otherwise, THE ORDER AND
ARRANGEMENT OF I/O SIGNALS SHALL NOT BE AS SHOWN AS LISTED WITHIN THE
CONTRACT DOCUMENTS, BUT SHALL BE ARRANGED TO MINIMIZE FAILURES OF MULTIPLE
EQUIPMENT TRAINS DUE TO THE FAILURE OF A SINGLE PLC MODULE.

1: Be modular, field expandable design. The capability shall exist to allow for the expansion of the
system by addition of hardware or software.

2 Be able to ‘hot swap' input/output modules while under power without impacting operation of PLC
system or causing destruction of PLC modules, racks, power supplies.

Environmental Requirements: PLCs shall meet or exceed the following environmental requirements
regardless of the service conditions they are installed in.

1. Minimum temperature range for indoor locations: 0 to +60°C (32 to +140°F)
2 Minimum temperature range for outdoor locations: 0 to +60°C (32 to +140°F)
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Extended temperature range for outdoor locations (—25 to +70°C) or (-13 to +158°F)
Relative humidity: 30 to 95% non-condensing.

Operation at Altitudes: 0-6,500 feet minimum [0 to 5,000 m/0 to 16,404 ft]

Degree of protection: NEMA 1 (IP20)

Vibration resistance in accordance with at least one of the following:

N o b~ w

a. Installed rating:
1) DIN rail mounted PLC: 10-57 Hz, amplitude 0.075 mm, acceleration 25-100 Hz, and
2) Panel or plate mounted PLC: 2-25 Hz, amplitude 1.6mm, acceleration 25-200 Hz.

b. In compliance with IEC 60068 and IEC 61131.
8. Shock resistance: 147m/s2 for 11ms.

PROGRAMMABLE AUTOMATION CONTROLLER

Basis-of-Design: Subject to compliance with requirements, the basis of design for this product is the
Madicon M580 Programmable Automation Controller by Schneider Electric.

Provide the following specified product and manufacturer without exception, unless approved as a
substitute by addendum to the Contract Documents prior to the bid date: Modicon M580 by Schneider
Electric.

Description: A chassis mount PLC designed for up to 6144 discrete points and 1536 analog points.
Additional I/0O will be interfaced to the PLC via remote I/O or distributed I/0.

Executive firmware shall be updated in the field using standard programming tools. Executive firmware
files shall be readily available via a public web site. The firmware download shall be performed by
connecting to either of the following:

1. The CPU mini-B USB connector
2. The CPU Service Port
3. The Ethernet network

The PLC shall utilize Ethernet protocols that meet the following:

1. Protocols that are assigned to port 502 of the TCP/IP stack by the IANA (Internet Assigned
Numbers Authority).

2, Protocols that are supported by the Open DeviceNet Vendors Association (ODVA)
3. Will not rely on third party vendors to meet the above criteria.

Central Processors:

1. The processor shall be:

a. Open architecture with direct Ethemnet connection on the backplane allowing transparent
access to data

b. Simple and flexible

c. Able to change configuration on the fly without stopping the process

d. Able to add or remove I/O modules on local or Remote 10 drop without stopping the
process

e. Madify channel configuration parameters

f. Automatic reconfiguration of modules on hot swap

g. Online application changes during runtime including adding new variables shared with HMI
(Human-Machine Interfaces).

h. Able to mix remote I/O and distributed equipment and other devices on the same Ethernet
field network with complete software integration
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Capable to access and manage HART /O data
Natively deterministic

k. Flexible in architecture design through fiber or wireless connections through the embedded
in-rack converter modules.

I Cyber security ready with Achilles Level 2 certification and advanced built-in cyber security
feature as defined by standard |IEC 62443

2. The Processor shall have:

a. A mini-B USB terminal port for programming.

b. An RJ45 Ethernet port that allows diagnostic of Ethernet ports and provides access to
external tools, devices and distributed I/O devices.

G Dual RJ45 Ethernet ports for connection to the remote I/O drops (EIO) and distributed
equipment (DIO) through dual redundant switches (DRS). The 2 device network ports will
support a wired star or ring architecture (daisy chain loop). Dual Ethernet ports will support
RSTP to enable all remote I/O devices located on the ring to recover from a
communication disruption within 50 ms.

d. An embedded web server for web access. Additional modules for this function will not be
accepted.

e. An embedded remote I/O scanner service allowing scanning of remote I/O drops (X80 I/O)
and distributed I/O.

f. The PLC shall have a configurable alarming capability. Each alarm point can be configured
to display an alphanumeric message in the alarm buffer. The buffer can be displayed via a
web page, or on an operator interface screen

g. A 4GB SD memory card. This card shall be capable of storing, at a minimum application
file, data files, PDF files, CAD files, Microsoft office files.

h. On board status lights to indicate the following various functions:

1) Green RUN lamp that will illuminate while program is executing.
2) RED ERR lamp that will illuminate while program is executing
3) Red /O lamp that will illuminate upon an I/O failure or configuration fault.
4) Green DL lamp that will illuminate while the firmware download is in progress
5) Red BACKUP lamp that will illuminate on memory backup
6) Green/Red ETH MS lamp will indicate the Ethernet port configuration status
7) Green/Red ETH NS lamp will indicate the Ethernet connection status
3. Acceptable processors are detailed below:

a. [4 MB of internal user RAM, capable of supporting up to 4 local racks and 64 distributed I/O
devices. Capable of handling 1024 discrete I/O and 256 analog I/O. Processor
performance shall be rated at 7,500 instructions per millisecond at a program make up of
65% Boolean and 35% numerical.]

b. [8 MB of internal user RAM, capable of supporting up to 4 local racks, and 128 distributed
I/0 devices. Capable of handling 2048 Discrete I/O and 512 Analog I/O. Processor
performance shall be rated at least 7,500 instructions per millisecond at a program make
up of 65% Boolean and 35% numerical].

c. [8 MB of internal user RAM, capable of supporting up to 4 local racks, 8 remote 1/0 drops
and B4 distributed 1/0 devices. Capable of handling 2048 Discrete /0 and 512 Analog I/O.
Processor performance shall be rated at least 7,500 instructions per millisecond at a
program make up of 65% Boolean and 35% numerical ]

d. [12 MB of internal user RAM, capable of supporting up to 8 local racks, 128 distributed 1/O
devices. Capable of handling 3072 Discrete I/O and 768 Analog I/O. Processor
performance shall be rated at least 15,000 instructions per millisecond at a program make
up of 65% Boolean and 35% numerical].

e. [12 MB of internal user RAM, capable of supporting up to 8 local racks, 16 remote 110
drops and 64 distributed I/O devices. Capable of handling 3072 Discrete I/O and 768
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4.

Analog I/0. Processor performance shall be rated at least 15,000 instructions per
millisecond at a program make up of 5% Boclean and 35% numerical.]

f. [16 MB of internal user RAM, capable of supporting up to 8 local racks, and 128 distributed
I/O devices. Capable of handling 4096 Discrete 1/0 and 1024 Analog 1/O. Processor
performance shall be rated at least 30,000 instructions per millisecond at a program make
up of 65% Boolean and 35% numerical].

g. [16 MB of internal user RAM, capable of supporting up to 8 local racks, 16 remote I/O
drops and 64 distributed I/O devices. Capable of handling 4096 Discrete I/O and 1024
Analog /0. Processor performance shall be rated at least 30,000 instructions per
millisecond at a program make up of 65% Boolean and 35% numerical].

h. [24 MB of internal user RAM, capable of supporting up to 8 local racks, 31 remote 1/O
drops and 64 distributed I/O devices. Capable of handling 5120 Discrete I/O and 1280
Analog I/0. Processor performance shall be rated at least 40,000 instructions per
millisecond at a program make up of 65% Boolean and 35% numerical].

i. [65 MB of internal user RAM, capable of supporting up to 8 local racks, 31 remote |/O
drops and 64 distributed I/O devices. Capable of handling 6144 Discrete 1/O and 1536
Analog /0. Processor performance shall be rated at least 40,000 instructions per
millisecond at a program make up of 65% Boolean and 35% numerical].

Upon power loss, the PLC shall insure memory is transferred to flash memory before PLC RAM
powers down. PLCs with a battery backup will not be accepted.

G.  High Availability

1.

The Processor must at least include a processor designed to be part of a redundant architecture,
obeying a principle of redundant controllers which guarantees a switchover without loss of control
of the process on occurrence of a failure

The implementation of the redundant solution shall be "plug & play" by design.

The data exchanges between the two redundant processors (Primary and Standby), are using a
high-speed link of 1 Gbps.

The redundant system must be seen by the SCADA as a single PLC (one IP address). The
system manages in all transparency and automatically the IP address swapping of the Ethernet
couplers.

The redundant controllers have their own IP addresses that never swap, to connect the
engineering tool continuously.

The system components internal firmware can be updated while the system is running without
losing the redundancy function.

The redundant power supplies must provide a transparent status of their redundancy without
extra hardware or wiring and are required to be mounted in local or remote backplanes.

The redundant power supplies must provide natively information about their ageing, to be able to
be replaced before failure (preventive maintenance.)

The redundant power supplies must use a true redundant technology (one active at a time, the
other ready to take full load if needed), not using load sharing technology.

H. Ethernet Remote 1/O (RIO)

1

The PAC shall be capable of communicating to Remote 1/O and shall be capable of being
configured in both linear ‘daisy-chain’ or self-healing ring topologies.

The Remote 1/O adapter module will consist of a dual Ethernet port, labeled as “Device Network”,
and a service port. Two Ethernet ports are used for linking the head and the drops together.

The RIO system is based on Ethernet/IP technology.
The Remote /O adapter will support Time Stamping at 10 ms

IL Distributed I/O
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2.4

i Tbe _PLC platform can also be used as I/O for Distributed /O applications. The system will have a
Distributed /O Interface Module. This processor can be used to store logic that would be
executed on a loss of communication, or limited independent logic.

fplaecialized I/O Cards: The PLC shall have a series of application specific I/O cards. These will be as
ollows:
a. High speed counter card: Eight (8) channels at 10 KHz, 16 bits. Two (2) inputs at 24VDC
per channel. The card shall also be capable of handling four (4) incremental encoders in 32
bits.
b. High-performance high-speed counter card: 2 channels at 60 KHz at 32 bits. Six (6) inputs
at 24VDC and Two (2) reflex outputs per channel.
Eight (8) channels input HART module

Four (4) channels output HART module

Communication Capabilities: The PLC shall support the following without the need for third party
modules

ASi V3 Master

Serial protocols including Modbus, Unitelway, and ASCIL.
DNP3

CANopen

The PLC shall offer an Ethernet card with Three (3) ports. Each port shall be capable of
communicating both Modbus TCP, and Ethernet I/P simultaneously. Cards requiring that the port
be configured for one protocol will not be accepted. The card shall support the following functions:

a. Ring topologies using RSTP (Rapid Spanning Tree Protocol)

b Priority of Ethernet packets using QoS (Quality of Service)

C. Automatic module configuration recovery using FDR (Fast Device Replacement)

d Embedded Web Server for application monitoring and module diagnostic. Additional
modules for this function will not be accepted.

e. Sharing data between PACs

f. Network management using SNMP (Simple Network Management Protocol)

Ov B 40 Pk

Power Supplies: The PLC shall have chassis mounted power supplies to provide power for the
processor and applicable modules. The power supplies shall be available in both 24 VDC and 115 VAC
models. The available power ratings will be from 16 to 36W.

Ethernet backplanes: The chassis shall come in 4, 8, and 12 position configurations. The cards will be
secured to the chassis via a screw connection.

COMMUNCATIONS

Each Programmable automation controller shall be furnished complete with communication hardware
modules for local input/output, other programmable controllers and for host computers.

1 Each PAC shall communicate to the host computer over Ethernet communications network.

2. PAC-to-PAC communication protocol shall be Ethernet based. System supplier shall include all
rack mounted or enclosure mounted communications modules required for a complete working
system.

Web Services:

1. Description: PLCs shall provide a standard web server with pre-configured and customizable web

pages. Pre-configured web pages shall display all internal status points, status registers, alarm
words, and status of each I/O point. Additional modules for this function will not be accepted.
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2.6

2. Customizable web pages shall be created by the programmer to display the actual process or
machine being operated

3 PLCs shall be capable of:

a. Modbus TCP messaging: The web services shall use Modbus TCP messaging over port
502 of the TCP packet.
o Capable of Fast Device Replacement (FDR): PLCs shall act as a fast device replacement

client/server. This will enable PLCs to automatically download the IP address and
configuration file to FDR client devices.

Capable of network management using SNMP (Simple Network Management Protocol).

d. Capable of Time synchronization service: PLCs shall be capable of synchronizing from its
internal clock from a clock on a NTP server.

e. /0 scanning service: I/O scanning will allow the PLC to exchange data to/from remote
devices on the network.

i Capable of Global Data: PLCs shall use Global Data service to ensure real time
communication between stations in the same distribution group while minimizing network
loading. Global Data servicing will use Real-Time Publisher Subscriber producer
consumer-based protocol.

g. PLCs web services shall be compatible with other devices. This includes power equipment,
HMIs, Switches, and VFDs.
h. Bandwidth monitoring service: PLCs shall be capable of monitoring the bandwidth to

determine load level.
PLC, PAC, EPAC PROGRANMMING HARDWARE

The programming device shall be a portable notebook computer. System supplier shall provide two
interconnecting cables, each 5 meters long, to connect the computer to the programmable automation
controller. The cables shall be shielded and shall be terminated on both ends with the appropriate
caonnectors.

PLCs shall utilize a USB to Mini B cable for programming. This cable shall be compatible with those
designed for downloading digital cameras to USB compatible PC. Accordingly, this cable shall be
available through most traditional retail stores serving the consumer electronics market.

PLC, PAC, EPAC PROGRAMMMING SOFTWARE

All specified PLC platforms will be programmed using the same programming software package. PLCs
that use multiple software programming packages under similar trade names will not be accepted.

The programming software will support five IEC61131-3 languages: Instruction List (IL), Structured Text
(ST), Ladder Diagram (FD), Function Block Diagram (FDB) and Sequential Function Chart (SFC) and
User Derived Function blocks (DFB).

The system shall be designed to execute all languages without a significant decrease in processing
speed.

Programming software shall have:
1. Embedded PLC simulator for debugging and program validation.

2 Embedded network configuration tools that utiize FDT/DTM technologies. PLC's that use
separate programming, communication, simulation and network configuration software shall not
be accepted.
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2.10

PLC, PAC, EPAC PROGRAMMMING AND CONFIGURATION

AppII_catio_n process controller programming and configuration requirements are specified within
specification Section Process Functional and Control Descriptions.

IDENTIFICATION

Each process controller I/0 point shall have its service description and / or tag identified and typeface
!abeled at the termination point on the I/O module. Where available space prohibits a meaningful
identifier to be provided at the termination point, the point shall be numbered at the termination interface
and a cross-reference listing of /O tags, service descriptions, module location, and point number shall
be provided adhered to or laminated and placed within the control panels interior at the approval of the
Engineer. This cross reference shall be a draft copy until after onsite demonstration testing when it shall
be finalized and installed within the panel.

PLC ENCLOSURES

1. Each PLC and its corresponding /O modules, power supplies, communication modules,
peripheral equipment and UPS shall be mounted inside suitable enclosures. All I/O writing from
the field to the I/O modules shall be terminated on terminal blocks in the enclosures.

2 Additional PLC enclosures requirements are specified within specification Section — Control
Enclosures and Ancillaries.

UNINTERRUPTIBLE POWER SUPPLY (UPS)

Each PLC shall be provided with UPS backup power. The UPS shall be sized for a minimum [10] minute
minimum power backup time. Sizing shall include the following loads as a minimum:

1. [All PLC enclosure loads excluding lights, heaters, utility receptacles and loads exterior to the
enclosure.]
2i [All PLC enclosure loads excluding lights, heaters and utility receptacles, but including external

instrumentation powered from the control panel.]

Additional PLC UPS requirements are specified within specification Section — Control Enclosures and
Ancillaries.

PART 3 - EXECUTION

341 GENERAL

A. In addition to the requirements specified herein, execution shall be in accordance with the requirements
of Specification Section and Drawings.

B. Examine equipment exterior and interior prior to installation. Report any damage and do not install any
equipment that is structurally, moisture, or mildew damaged.

C. \Verification of Conditions: Examine areas and conditions under which the work is to be installed, and
notify the Contractor in writing, with a copy to the Owner and the Engineer, of any conditions detrimental
to the proper and timely completion of the work. Do not proceed with the work until unsatisfactory
conditions have been corrected.

D. Beginning of the work shall indicate acceptance of the areas and conditions as satisfactory by the
Installer.

E. Install equipment in accordance with reviewed product data, final shop drawings, manufacturer’'s written
instructions and recommendations, and as indicated on the Drawings.
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3.3

Functional testing, commissioning, and first parameter adjusting shall be carried out by a factory trained
manufacturer's representative field service engineer. Test and adjust controls and safeties. Replace
damaged or malfunctioning controls and equipment. Report to the Engineer any discrepancies or issues
with the installation.

Provide final protection and maintain conditions in a manner acceptable to the manufacturer that shall
help ensure that the equipment is without damage at time of Substantial Completion.

FACTORY ACCEPTANCE TESTING

[Factory Acceptance Testing shall be witnessed by the Engineer and Owner. The testing demonstration
shall include but not limited to the following:

T Review of drawings for the purchased equipment to be done with the manufacturer's application
engineer.

2. The complete PLC system as shown on the system architecture drawing shall be assembled and
interconnected on the factory floor. The interconnection shall include communication cable
segments and the workstation network or SCADA host to simulate the site installation. The PLC,
PLC programming, workstations and communication devices shall be loaded with their applicable
software packages and configuration programming. PLC input and output modules shall be
installed in their assigned enclosures and wired ta field termination points.

3. The test procedures shall include written descriptions on how tests shall be performed and shall
incorporate the following features:

a. I/0 points: Verification of all points on each display screen
b. Alarms: Verification that alarms are generated
c Control Setpoints: Ability to change setpoints or to adjust control parameters with the
proper security levels.
d. Power failure:
e. Reports
f. Trends
4, Components shall be verified against drawings to be present and correctly installed.

Demonstration of the functionality and performance of specified features of the PLC.

Verification of all PLCs, remote /O system, /O point status, display screens and
communications. A complete checklist shall be available during the test for recording results of
selected points.]

TRAINING

The contractor shall provide training for the purpose of familiarizing the Owner's maintenance and
operating with the use, maintenance and repair of all components of the PLCs. The training sessions
shall be designed for maintenance and operations personnel with training that is specific to the system
installed at the Owner's facility. At a minimum, the training shall cover the following topics:

1. PLC System Hardware — General Familiarity

PLC Programming Software — General Familiarity
PLC Programming Software - Advanced
Troubleshooting

Replacement of components

& N
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ANALOGUE ADDRESSABLE FIRE
ALARM SYSTEM

CONSULTANT'S SPECIFICATION GUIDE
EXECUTIVE SUMMARY

This specification document provides comprehensive technical requirements for an analogue
addressable fire alarm system suitable for commercial, industrial, and institutional
applications. The system shall be designed to meet all relevant international standards
including EN54 compliance requirements, while providing seamless integration with
professional fire alarm management software platforms.

The specification is intentionally brand-neutral to ensure competitive tendering while
maintaining the highest standards of fire safety and system reliability. All components and
systems specified herein shall demonstrate proven performance, reliability, and compliance
with applicable codes and standards.

This document serves as a comprehensive guide for consultants, specifiers, and contractors
involved in the design, installation, and commissioning of modern fire alarm systems. The
requirements outlined ensure that the resulting system will provide optimal fire detection,
notification, and management capabilities while supporting future expansion and integration
needs.
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1. FIRE ALARM CONTROL PANELS

1.1 Compact Fire Alarm Control Panels (1-2 Loop)

Standards: EN54 Parts 2 & 4

The fire alarm system shall include compact control panels designed for smaller installations
requiring one to two detection loops. These panels shall provide comprehensive fire detection
and alarm capabilities while maintaining a compact footprint suitable for space-constrained
installations.

Key Technical Requirements:

The compact control panel shall support a minimum of one detection loop with the capability
to expand to two loops through the addition of loop cards. Each loop shall support up to 200
addressable devices, providing sufficient capacity for most small to medium-sized
installations. The panel shall incorporate advanced analogue addressable technology,
enabling precise identification of device location and status.

The control panel shall feature an integrated LCD display providing clear indication of
system status, alarm conditions, and fault information. The display shall be backlit for
visibility in all lighting conditions and shall provide multilingual support for international
installations. Navigation through system menus shall be intuitive, utilizing clearly labeled
function keys and a logical menu structure.

Network Capabilities: The panel shall support full networking capabilities, allowing
connection to other compatible fire alarm control panels within the same system. The
networking architecture shall support up to 31 panels per domain, with the capability to
expand to 200 panels across multiple domains for large-scale installations. Network
communication shall utilize both copper and fiber optic options to accommodate various
installation requirements and distances.

Power Supply Requirements: Each control panel shall include an integral switched-mode
power supply capable of supporting the panel and all connected devices under normal
operating conditions. The power supply shall automatically switch to standby battery
operation during mains power failure, with sufficient battery capacity to maintain system




operation for a minimum of 24 hours in normal condition followed by 30 minutes in alarm
condition.

Programming and Configuration: The panel shall feature comprehensive programming
capabilities accessible through an integral keypad or external programming device. All
system configuration data shall be stored in non-volatile memory, ensuring retention of
settings during power outages. The programming interface shall support both on-site
configuration and remote programming capabilities for system maintenance and updates.
Monitoring and Diagnostics: Advanced diagnostic capabilities shall be integrated into the
control panel, providing continuous monitoring of loop integrity, device status, and system
performance. The panel shall automatically detect and report device faults, communication
errors, and system malfunctions, enabling proactive maintenance and ensuring optimal
system reliability.

1.2 System Overview and Architecture

Standards: EN54 Parts 2,4 & 13

The fire alarm system architecture shall be designed to provide maximum reliability,
flexibility, and expandability while maintaining simplicity of operation and maintenance. The
system shall utilize a distributed intelligence approach, with each addressable device
containing its own microprocessor for local decision-making and communication.

Analogue Addressable Technology: The system shall employ true analogue addressable
technology, enabling each device to communicate its exact status and measured values to the
control panel. This technology provides superior false alarm immunity, enhanced sensitivity
adjustment, and precise device identification compared to conventional detection systems.
Loop Architecture: The detection loops shall utilize a two-wire confi guration, reducing
installation costs and complexity while providing full communication and power to all
connected devices. Each loop shall incorporate automatic isolation capabilities, ensuring that
short circuits or other faults on one section of the loop do not compromise the entire loop
operation.

Device Addressing: Each addressable device shall have a unique address within the system,
enabling precise identification of device location and status. The addressing system shall
support both automatic and manual address assignment, providing flexibility for different
installation and maintenance preferences.

System Redundancy: The system architecture shall incorporate multiple levels of redundancy
to ensure maximum reliability. This shall include redundant communication paths, backup
power systems, and fault-tolerant design principles throughout the system architecture.

1.3 Power Supply and Standby Battery Requirements

Standards: EN54 Part 4

The power supply system shall be designed to provide reliable, uninterrupted power to all
system components under all operating conditions. The power supply architecture shall meet
or exceed all applicable standards for fire alarm system power requirements.

Primary Power Supply: Each control panel shall include a high-efficiency switched-mode
power supply designed for continuous operation. The power supply shall provide clean,
regulated power to all system components and shall include comprehensive protection against
overvoltage, undervoltage, and overcurrent conditions.

Battery Backup System: The standby battery system shall provide automatic backup power
during mains power failure. The battery system shall be sized to provide 24 hours of normal
operation followed by 30 minutes of alarm operation, as required by applicable standards.




Battery charging shall be fully automatic with temperature compensation and overcharge
protection,

Power Monitoring: The system shall continuously monitor power supply status, battery
condition, and charging system operation. Any power-related faults shall be immediately
reported to the control panel and logged for maintenance purposes. The monitoring system
shall provide early warning of battery degradation and power supply issues.

Load Management: The power supply system shall include intelligent load management
capabilities, automatically managing power distribution to optimize battery life during power
outages. Non-essential functions may be temporarily disabled during extended power outages
to preserve battery capacity for critical fire safety functions.

1.4 Networking of Control Panels

Standards: EN54 Parts 2, 4 & 13

The fire alarm system shall support comprehensive networking capabilities, enabling multiple
control panels to operate as a unified system while maintaining individual panel autonomy.
The networking architecture shall provide reliable communication, fault tolerance, and
scalability for future expansion.

Network Architecture: The network shall utilize a peer-to-peer architecture, ensuring that
each control panel can operate independently while sharing information with other panels in
the network. This architecture eliminates single points of failure and provides maximum
system reliability. The network shall support both ring and radial topologies to accommodate
different installation requirements.

Communication Protocols: Network communication shall utilize industry-standard protocols
optimized for fire alarm applications. The communication system shall provide high-speed
data transfer with error detection and correction capabilities. All network communications
shall be encrypted to ensure system security and prevent unauthorized access.

Network Capacity: The network shall support up to 31 control panels per domain, with the
capability to create multiple domains for larger installations. The total system capacity shall
support up to 200 control panels across multiple domains, providing virtually unlimited
expansion capability for the largest installations.

Fault Tolerance: The network shall incorporate comprehensive fault tolerance mechanisms,
including automatic route redundancy, communication backup paths, and graceful
degradation capabilities. Network faults shall be automatically detected and reported, with
the system continuing to operate using alternative communication paths.

Network Management: The system shall include comprehensive network management tools,
providing real-time monitoring of network status, communication quality, and traffic
patterns. Network diagnostics shall be available through the control panel interface and
professional management software platforms.

1.5 Repeat Panels and Remote Displays

Standards: EN54 Parts 2 & 4

Repeat panels and remote displays shall provide distributed access to fire alarm system
information throughout the protected premises. These devices shall enable fire safety
personnel to monitor system status and respond to alarm conditions from multiple locations.
Functional Repeat Panels: Functional repeat panels shall provide full control panel
functionality at remote locations, including the ability to acknowledge alarms, silence
sounders, and access system information. These panels shall feature the same user interface
as the main control panel, ensuring consistent operation across all system access points.




Non-Functional Repeat Panels: Non-functional repeat panels shall provide display-only
access to system information, showing alarm status, fault conditions, and system messages
without control capabilities. These panels shall be suitable for locations where monitoring is
required but control access should be restricted.

Network Integration: All repeat panels shall connect to the main system through the fire
alarm network, ensuring real-time information sharing and coordinated system operation. The
network connection shall provide power and communication through a single cable,
simplifying installation and reducing costs.

Display Capabilities: Repeat panels shall feature high-contrast LCD displays with
backlighting for visibility in all conditions. The displays shall show system status using clear
text messages and graphical indicators, enabling rapid assessment of fire safety conditions.
Access Control: Repeat panels shall incorporate multiple levels of access control, ensuring
that only authorized personnel can perform control functions. Access levels shall be
configurable through the main control panel programming interface.

1.6 Mimic Panels

Standards: EN54 Parts 2 & 4

Mimic panels shall provide graphical representation of the protected premises, showing the
location and status of fire alarm devices in an intuitive visual format. These panels shall be
particularly valuable for fire brigade use and facility management personnel.

Display Technology: Mimic panels shall utilize high-resolution LED or LCD display
technology, providing clear, bright indication of device status using color-coded symbols.
The display shall be visible from a distance and shall maintain visibility in all lighting
conditions.

Customizable Graphics: The mimic panel shall support customizable graphics, allowing the
display to accurately represent the specific layout and configuration of the protected
premises. Graphics shall be programmable through standard software tools and shall support
multiple floor plans and building sections.

Real-Time Status: The mimic panel shall display real-time status information for all
connected fire alarm devices, including normal, alarm, fault, and disabled conditions. Status
changes shall be immediately reflected on the display, providing instant visual feedback of
system conditions.

Interactive Features: Advanced mimic panels shall provide interactive capabilities, allowing
users to select specific areas or devices for detailed information. The interactive interface
shall support touch-screen operation and shall provide access to device-specific data and
historical information.

Integration with Management Software: Mimic panels shall integrate seamlessly with
professional fire alarm management software, sharing graphics and configuration data to
ensure consistency across all system interfaces.

1.7 Loop Diagnostics and Monitoring

Standards: EN54 Parts 2,4 & 17

The fire alarm system shall incorporate comprehensive loop diagnostics and monitoring
capabilities, providing continuous assessment of loop integrity, device performance, and
communication quality. These capabilities shall enable proactive maintenance and ensure
optimal system reliability.




Continuous Monitoring: The system shall continuously monitor all aspects of loop operation,
including communication integrity, device response times, and signal quality. Monitoring
shall occur in real-time without interrupting normal system operation or device functionality.
Fault Detection: Advanced fault detection algorithms shall identify potential problems before
they result in system failures. The fault detection system shall monitor for communication
errors, device degradation, wiring faults, and environmental conditions that may affect
system performance.

Diagnostic Reporting: Comprehensive diagnostic reports shall be available through the
control panel interface and professional management software. These reports shall provide
detailed information about loop performance, device status, and system health metrics.
Predictive Maintenance: The diagnostic system shall support predictive maintenance
capabilities, identifying devices and system components that may require attention before
they fail. This capability shall help reduce maintenance costs and improve system reliability.
Performance Optimization: The system shall include performance optimization features,
automatically adjusting communication parameters and device settings to maintain optimal
operation under varying environmental conditions.

2. ANALOGUE ADDRESSABLE SENSORS

2.1 Dual Optical Heat Sensors

Standards: ENS54 Parts 5,7, 17 & 18

Dual optical heat sensors shall provide enhanced optical smoke detection combined with heat
detection, utilizing dual optical chambers for improved detection performance and false alarm
immunity.

Key Features: * 200 devices per loop capacity * Dual optical chambers with heat detection *
Enhanced false alarm immunity * Advanced signal processing algorithms * Environmental
adaptability « 2 integral line isolators * Configurable monitored input/output * Integral LED
indication

Dual Optical Technology: The sensors shall employ dual optical detection chambers, each
optimized for different particle size ranges and fire types. The dual chamber design provides
enhanced detection capability across a wider range of fire conditions while maintaining
excellent false alarm immunity.

Heat Detection Integration: The sensors shall incorporate precision thermistor elements for
temperature measurement in addition to the dual optical detection capabilities. The heat
detection function shall provide rate of rise and fixed temperature sensing with configurable
sensitivity settings including Class A1, A2, A2S, B, and BS classifications.

Environmental Adaptability: Dual optical heat sensors shall automatically adapt their
detection algorithms based on environmental conditions and historical performance data. This
adaptability shall ensure optimal detection performance across a wide range of applications
and environmental conditions.

Configurable Operating Modes: The sensors shall offer multiple configurable operating
modes, allowing selection of detection algorithms optimized for specific applications.
Operating modes shall include standard fire detection, high-sensitivity detection for early
warning applications, and robust detection for harsh environments.

Advanced Signal Processing: Each sensor shall incorporate sophisticated signal processing
algorithms to analyse signals from both optical chambers and the heat detection element. The
processing algorithms shall provide excellent discrimination between fire conditions and
nuisance sources such as dust, steam, insects, and normal temperature variations.




Automatic Drift Compensation: The sensors shall include automatic drift compensation
capabilities for both optical chambers and heat detection elements, continuously calibrating
detection thresholds to maintain consistent sensitivity over time. The compensation system
shall account for gradual contamination build-up and environmental changes.

Multi-Criteria Assessment: The device shall employ advanced fire assessment algorithms that
analyse inputs from dual optical detection and heat detection to make intelligent alarm
decisions. The assessment algorithms shall be based on extensive fire testing and shall
provide superior performance compared to single-technology devices.

Chamber Design: The dual optical chambers shall be designed to prevent the entry of insects
and small particles while allowing free air circulation for smoke detection. The chambers
shall include mesh screens and baffles to maintain detection performance while minimizing
maintenance requirements.

Contamination Monitoring: The sensors shall continuously monitor contamination levels
within both optical chambers and shall provide early warning when cleaning is required. The
contamination monitoring system shall help maintain optimal detection performance and
extend sensor service life.

Integral Line Isolators: Each sensor shall include integral line isolators to prevent short circuit
faults from affecting other devices on the same loop. The isolators shall automatically
activate when a fault is detected and shall restore normal operation when the fault is cleared.
Visual Indication: The sensors shall include integral LED indicators providing visual
confirmation of device status. The LED shall flash to indicate normal operation and shall
provide continuous illumination during alarm conditions. The LED operation shall be
configurable through the control panel programming interface.

Environmental Specifications: Dual optical heat sensors shall be designed for operation in a
wide range of environmental conditions, including temperature ranges from -10°C to +55°C
and relative humidity up to 95% non-condensing. The sensors shall maintain full
functionality and accuracy throughout the specified environmental range.

2.2 Sensor Bases and Accessories

Standards: EN54 Parts 17 & 18

Sensor bases and accessories shall provide secure mounting, electrical connection, and
enhanced functionality for addressable fire detection devices. The base system shall support
easy installation, maintenance, and device replacement.

Universal Base Design: Sensor bases shall utilize a universal design compatible with all
sensor types within the product family. The universal design shall simplify inventory
management and installation procedures while ensuring proper electrical and mechanical
connections.

Twist-Lock Mechanism: The base shall employ a secure twist-lock mechanism for sensor
attachment, providing reliable mechanical connection while enabling easy sensor removal for
maintenance. The mechanism shall include positive locking indication to ensure proper
sensor installation.

Electrical Connections: The base shall provide secure electrical connections for loop wiring,
utilizing screw terminals or other reliable connection methods. The electrical connections
shall be clearly marked and shall support various wire sizes commonly used in fire alarm
installations.

Addressing Options: Sensor bases shall support both manual and automatic addressing
options, providing flexibility for different installation and commissioning procedures. Manual
addressing shall utilize DIP switches or rotary switches, while automatic addressing shall be
supported through software programming.




Remote LED Indicators: The system shall support remote LED indicators that can be
mounted separately from the sensor base, providing visual indication in locations where the
sensor may not be easily visible. Remote LEDs shall connect through the sensor base and
shall provide the same indication as integral sensor LEDs.

Environmental Sealing: Sensor bases shall provide appropriate environmental sealing for the
installation environment, including IP-rated options for harsh or outdoor applications. The
sealing system shall protect electrical connections while maintaining proper sensor operation.
Mounting Options: Multiple mounting options shall be available, including surface mounting,
flush mounting, and conduit mounting configurations. The mounting system shall provide
secure installation while accommodating different ceiling types and installation preferences.
Line Isolation Support: Sensor bases shall support integral line isolation functionality when
used with compatible sensors, providing short circuit protection without requiring separate
isolation modules. The line isolation function shall be transparent to system operation while
providing enhanced fault tolerance.

Maintenance Features: The base design shall facilitate easy maintenance and sensor
replacement, with clear identification markings and accessible connection points. The base
shall support sensor removal and replacement without requiring loop shutdown or system
interruption.

Quality Assurance: All sensor bases shall undergo comprehensive quality testing including
mechanical stress testing, electrical performance verification, and environmental
conditioning. The bases shall be manufactured to high quality standards ensuring long-term
reliability and performance.

3. MANUAL CALL POINTS AND INTERFACES

3.1 Manual Call Points

Standards: EN54 Part 11

Manual call points shall provide reliable manual activation of the fire alarm system, enabling
building occupants to initiate alarm conditions when fire or emergency conditions are
observed. The call points shall be designed for intuitive operation while preventing accidental
activation.

Key Features: * Break-glass activation mechanism * Resettable using special key or tool
Integral LED status indication = Addressable integration with precise location identification
Environmental protection for indoor and outdoor use * Temperature range: -25°C to +70°C
Activation Mechanism: Manual call points shall utilize a break-glass activation mechanism
with a protective cover to prevent accidental operation. The activation mechanism shall
require deliberate action while remaining easily operable during emergency conditions. The
glass element shall be easily replaceable for maintenance purposes.

Reset Capability: Call points shall be resettable using a special key or tool, allowing
restoration to normal condition after activation. The reset mechanism shall be secure to
prevent unauthorized reset while remaining accessible to authorized personnel.

Visual Indication: Each call point shall include integral LED indication showing device
status. The LED shall provide clear indication of normal, alarm, and fault conditions. The
LED shall be visible from the approach direction and shall operate in all lighting conditions.
Addressable Integration: Call points shall integrate fully with the addressable fire alarm
system, providing precise identification of activation location and device status. The
addressable capability shall enable remote monitoring of device condition and shall support
comprehensive system diagnostics.




Environmental Specifications: Manual call points shall be suitable for installation in a wide
range of environmental conditions, including indoor and outdoor applications. The devices
shall maintain full functionality across temperature ranges from -25°C to +70°C and shall
provide appropriate ingress protection for the installation environment.

3.2 Interface Units and Modules

Standards: EN54 Parts 17 & 18

Interface units and modules shall provide connection between the fire alarm system and
external devices, enabling integration with building systems, fire suppression equipment, and
other safety systems.

Input Interface Modules: Input interface modules shall monitor external contacts and devices,
converting their status to addressable signals for the fire alarm system. The modules shall
support both normally open and normally closed contact monitoring and shall provide
appropriate supervision for connected devices.

Output Interface Modules: Output interface modules shall provide controlled outputs for
activating external devices such as fire doors, dampers, and suppression systems. The outputs
shall be configurable for various operating modes and shall provide appropriate current
capacity for connected loads.

Multi-Channel Modules: Multi-channel interface modules shall provide multiple input and/or
output channels in a single addressable device, reducing installation costs and complexity for
applications requiring multiple interface points. The modules shall support independent
configuration of each channel.

Isolation and Protection: All interface modules shall include appropriate isolation and
protection circuits to prevent faults in external systems from affecting fire alarm system
operation. The protection circuits shall include surge suppression, overcurrent protection, and
electrical isolation as appropriate.

Monitoring and Diagnostics: Interface modules shall provide comprehensive monitoring and
diagnostic capabilities, reporting the status of connected devices and interface circuits. The
diagnostic information shall be accessible through the control panel and professional
management software.

Flexible Configuration: Interface modules shall support flexible configuration options,
enabling adaptation to various application requirements. Configuration shall be accomplished
through the fire alarm system programming interface and shall support field modification as
needed.

3.3 Input/Output Modules

Standards: EN54 Parts 17 & 18

Specialized input/output modules shall provide enhanced interface capabilities for complex
applications requiring sophisticated interaction between the fire alarm system and external
equipment.

Programmable Logic: Advanced I/O modules shall include programmable logic capabilities,
enabling custom cause-and-effect programming for specific applications. The programmable
logic shall support complex decision-making and shall reduce the need for external control
equipment.

High-Voltage Interfaces: Specialized modules shall be available for interfacing with high-
voltage equipment such as elevators, HVAC systems, and industrial equipment. These
modules shall provide appropriate isolation and safety features for high-voltage applications.




Communication Interfaces: I/O modules shall support various communication protocols for
integration with building management systems, security systems, and other facility
equipment. The communication interfaces shall include standard protocols such as BACnet,
Modbus, and proprietary building system protocols.

Zone Monitoring: Zone monitoring modules shall provide interface capabilities for
conventional fire alarm zones, enabling integration of existing conventional devices with the
addressable system. The zone monitoring shall provide full supervision and reporting of
conventional zone status.

Analog Signal Processing: Advanced modules shall support analogue signal processing for
applications requiring measurement and monitoring of analogue parameters such as
temperature, pressure, and flow rates. The analogue processing shall provide configurable
alarm thresholds and reporting capabilities.

4. NOTIFICATION APPLIANCES

4.1 Sounders and Alarm Devices

Standards: EN54 Part 3

Audible notification appliances shall provide effective alarm notification throughout the
protected premises, ensuring that all occupants receive clear and unmistakable warning of fire
conditions. The sounders shall be designed to meet all applicable standards for audible alarm
notification.

Key Features: * Minimum 85dBA sound output at 3 meters * Multiple configurable tone
options » Loop-powered operation » Automatic synchronization * Addressable monitoring
capabilities « Environmental protection ratings

Sound Output Requirements: Sounders shall provide minimum sound output levels as
required by applicable codes and standards, typically 85 dBA at 3 meters for general
applications. The sound output shall be adjustable to accommodate different environmental
conditions and occupancy types.

Tone Generation: Sounders shall generate distinctive alarm tones that are clearly
distinguishable from other building sounds and signals. The tone generation shall utilize
electronic circuits providing consistent frequency and amplitude characteristics. Multiple tone
options shall be available for different applications.

Loop-Powered Operation: Sounders shall operate directly from the fire alarm loop,
eliminating the need for separate power supplies and reducing installation complexity. The
loop-powered design shall provide reliable operation while minimizing power consumption.
Synchronization: All sounders within the system shall operate in synchronization, providing
coordinated alarm notification throughout the protected premises. The synchronization shall
be maintained automatically by the fire alarm system without requiring additional wiring or
equipment,

Environmental Specifications: Sounders shall be suitable for installation in various
environmental conditions, including indoor and outdoor applications. The devices shall
maintain full functionality across appropriate temperature and humidity ranges and shall
provide suitable ingress protection.

Addressable Monitoring: Sounders shall include addressable monitoring capabilities,
enabling the fire alarm system to verify proper operation and detect faults. The monitoring
shall include supervision of the sounder circuit and shall report any malfunctions to the
control panel.




4.2 Visual Alarm Devices

Standards: EN54 Part 23

Visual alarm devices shall provide effective visual notification for hearing-impaired
occupants and for use in high-noise environments where audible signals may not be effective.
The visual devices shall comply with all applicable standards for visual alarm notification.
Key Features: * High-intensity LED technology ¢ Synchronized flashing characteristics *
Multiple mounting options * Color options (clear or red lens) * Low power consumption ¢
Long service life

Light Output Specifications: Visual alarm devices shall provide appropriate light output
intensity and flash characteristics as specified by applicable standards. The light output shall
be sufficient to provide effective notification throughout the coverage area while avoiding
excessive brightness that could cause disorientation.

Flash Characteristics: The visual devices shall produce synchronized flashing with specific
flash rate and duration characteristics as required by standards. The flash characteristics shall
be optimized for maximum effectiveness while minimizing power consumption.

LED Technology: Visual alarm devices shall utilize high-efficiency LED technology,
providing reliable operation with low power consumption and long service life. The LED
arrays shall be designed to provide uniform light distribution and consistent performance over
time.

Combination Devices: Combination audible/visual devices shall be available, providing both
sound and light output in a single unit. The combination devices shall meet all requirements
for both audible and visual notification while simplifying installation and reducing costs.
Mounting Options: Visual alarm devices shall be available in various mounting
configurations, including wall-mounted, ceiling-mounted, and pendant-mounted options. The
mounting systems shall provide secure installation while enabling proper light distribution.
Color Options: Visual alarm devices shall be available in appropriate colors as required by
applicable standards, typically clear or red lens options. The color selection shall provide
optimal visibility while meeting regulatory requirements.

4.3 Voice Enhanced Systems

Standards: EN54 Parts 16 & 24

Voice enhanced notification systems shall provide clear voice messages and evacuation
instructions in addition to conventional alarm tones. These systems shall be particularly
valuable for complex buildings and high-occupancy applications.

Digital Message Storage: The system shall include digital message storage capabilities,
enabling storage of pre-recorded evacuation messages and instructions. The message storage
shall support multiple languages and shall provide high-quality audio reproduction.

Live Voice Capability: The system shall support live voice announcements through
microphone stations located at fire alarm control panels and other designated locations. The
live voice capability shall override pre-recorded messages and shall provide priority access
for emergency personnel.

Zone-Selective Messaging: The voice system shall support zone-selective messaging,
enabling different messages to be broadcast to different areas of the building simultaneously.
This capability shall support phased evacuation procedures and area-specific instructions.
Message Prioritization: The system shall include message prioritization capabilities, ensuring
that the most critical messages receive priority during emergency conditions. The
prioritization system shall support automatic message selection based on alarm conditions.



Audio Quality: The voice system shall provide high-quality audio reproduction with
sufficient intelligibility for emergency communication. The audio system shall include
appropriate amplification, signal processing, and speaker selection to ensure clear
communication throughout the protected area.

Integration with Fire Alarm System: The voice system shall integrate seamlessly with the fire
alarm system, automatically activating appropriate messages based on alarm conditions and
system status. The integration shall support coordinated operation of all notification
appliances.

4.4 Sounder Control Systems

Standards: EN54 Parts 2, 3 & 4

Sounder control systems shall provide centralized management and control of all audible and
visual notification appliances, ensuring coordinated operation and optimal notification
effectiveness.

Centralized Control: The sounder control system shall provide centralized control of all
notification appliances from the fire alarm control panel. The control system shall support
manual activation, automatic activation based on alarm conditions, and selective activation of
specific zones or areas.

Power Management: The system shall include intelligent power management capabilities,
optimizing power distribution to notification appliances while maintaining required sound
and light output levels. The power management shall support battery backup operation and
shall prioritize critical notification zones during power outages.

Circuit Monitoring: All notification appliance circuits shall be continuously monitored for
proper operation and fault conditions. The monitoring system shall detect open circuits, short
circuits, and device failures, reporting all faults to the control panel for immediate attention.
Synchronization Control: The sounder control system shall maintain synchronization of all
notification appliances, ensuring coordinated operation throughout the protected premises.
The synchronization shall be maintained automatically and shall not require manual
adjustment or calibration.

Selective Silence: The system shall support selective silence capabilities, enabling authorized
personnel to silence notification appliances in specific areas while maintaining alarm
conditions in other areas. The selective silence function shall support emergency response
procedures and shall maintain appropriate safety levels.

Performance Monitoring: The sounder control system shall provide comprehensive
performance monitoring, tracking notification appliance operation and effectiveness. The
monitoring data shall be available through the control panel interface and professional
management software.

5. PROFESSIONAL FIRE ALARM MANAGEMENT
SOFTWARE

5.1 System Requirements and Architecture

Standards: EN54 Parts 2, 4 & 13

The fire alarm system shall integrate with professional fire alarm management software that
provides centralized monitoring, control, and management capabilities for single-site, multi-
site, and enterprise-wide installations. The software platform shall be designed to support the
needs of facility managers, fire safety professionals, and emergency response personnel.



Hardware Requirements: The management software shall operate on industry-standard
computer hardware with the following minimum specifications: dual-core processor or
higher, minimum 4GB RAM (8GB recommended), minimum 80GB available disk space,
XGA graphics capability with 4MB video memory, minimum 1024x768 display resolution,
network interface capability, USB interface for security dongle, serial interface for direct
panel connection, and sound capability with external speakers for audio notification.
Operating System Compatibility: The software shall be compatible with current Microsoft
Windows operating systems, including Windows 10 Professional and Enterprise editions (64-
bit), Windows Server 2016 and later versions, and shall maintain compatibility with future
Windows releases through regular software updates.

Network Architecture: The management software shall support both standalone and
networked configurations, enabling deployment from single-workstation installations to
enterprise-wide systems with multiple client workstations. The network architecture shall
support up to 50 concurrent remote users and shall provide secure communication between
all system components.

Database Management: The software shall utilize a robust database management system
capable of storing and managing large volumes of fire alarm system data, including event
logs, device configurations, user information, and system documentation. The database shall
support automatic backup and recovery procedures and shall provide data integrity
protection.

Scalability: The management software shall be designed for scalability, supporting systems
ranging from single fire alarm panels to networks of hundreds of panels across multiple sites.
The software architecture shall accommodate future expansion without requiring complete
system reconfiguration or data migration.

Security Architecture: The software shall implement comprehensive security measures,
including user authentication, role-based access control, data encryption, and audit logging.
The security system shall protect against unauthorized access while providing appropriate
functionality for different user types and responsibilities.

5.2 Graphical User Interface and Display Capabilities

Standards: EN54 Parts 2 & 4

The management software shall provide an intuitive graphical user interface that enables
rapid assessment of fire alarm system status and efficient response to alarm conditions. The
interface shall be designed for use by personnel with varying levels of technical expertise.
Multi-Monitor Support: The software shall support multiple display monitors, enabling
simultaneous viewing of different system information on separate screens. The multi-monitor
capability shall support up to four displays and shall provide flexible window management
and display configuration options.

Graphical System Representation: The software shall provide graphical representation of the
protected premises using building floor plans, site maps, and system diagrams. The graphical
displays shall show the location and status of all fire alarm devices using color-coded
symbols and shall support multiple levels of detail from building overview to individual
device information.

Real-Time Status Display: All graphical displays shall show real-time system status, with
immediate updates when device conditions change. The status display shall use standardized
color coding for different alarm conditions: normal (green), pre-alarm (yellow), fire alarm
(red), fault (amber), and disabled (grey). The color coding shall be consistent throughout all
software interfaces.




Interactive Navigation: The graphical interface shall support interactive navigation, enabling
users to click on building areas or devices to access detailed information. The navigation
system shall support hierarchical browsing from building level down to individual device
level, with breadcrumb navigation to maintain orientation within the system.

Zoom and Pan Capabilities: The graphical displays shall support zoom and pan capabilities,
enabling users to view system information at different levels of detail. The zoom function
shall maintain image quality and readability at all zoom levels, and the pan function shall
provide smooth navigation across large building plans.

Customizable Display Layouts: The software shall support customizable display layouts,
enabling users to configure the interface according to their specific needs and preferences.
The customization shall include window arrangement, information display options, and user-
specific toolbar configurations.

Graphics File Format Support: The software shall support multiple graphics file formats for
building plans and system diagrams, including bitmap (BMP), JPEG (JPG), TIFF (TIF),
PNG, Windows MetaFile (WMF), Enhanced MetaFile (EMF), AutoCAD DXF, and
AutoCAD DWG formats. The software shall maintain graphics quality and shall support both
raster and vector graphics formats.

5.3 Event Management and Logging

Standards: EN54 Parts 2 & 4

The management software shall provide comprehensive event management and lo gging
capabilities, enabling effective monitoring of fire alarm system activity and maintaining
detailed records for regulatory compliance and system analysis.

Real-Time Event Display: The software shall display fire alarm events in real-time as they
oceur, providing immediate notification of alarm conditions, fault conditions, and system
status changes. The event display shall include complete event information: timestamp, event
type, device location, device description, and event priority level.

Event Categorization: All events shall be categorized by type and priority, including fire
alarms, pre-fire alarms, supervisory alarms, trouble conditions, system faults, and
maintenance events. Each event category shall have distinctive visual and audible indication
to enable rapid identification of event significance.

Event Acknowledgment: The software shall provide event acknowledgment capabilities,
enabling authorized users to acknowledge alarm conditions and confirm that appropriate
response actions have been initiated. The acknowledgment system shall maintain records of
who acknowledged each event and when the acknowledgment occurred.

Historical Event Logging: The software shall maintain comprehensive historical lo gs of all
fire alarm system events, with storage capacity for a minimum of 2.5 million event records.
The historical logs shall be stored in a secure database format and shall be protected against
unauthorized modification or deletion.

Event Filtering and Search: The software shall provide powerful event filtering and search
capabilities, enabling users to locate specific events or analyse system performance over time.
The filtering system shall support searches by date range, event type, device location, user
actions, and custom criteria.

Automatic Event Processing: The software shall support automatic event processing
capabilities, enabling predefined responses to specific event types. The automatic processing
shall include event notification, report generation, and integration with external systems as
configured by system administrators.

Event Reporting: The software shall generate comprehensive event reports in various
formats, including summary reports, detailed event logs, and statistical analysis reports. The




reporting system shall support both scheduled automatic reports and on-demand report
generation.

5.4 User Access Control and Security

Standards: EN54 Parts 2 & 4

The management software shall implement comprehensive user access control and security
measures to ensure that only authorized personnel can access system functions and
information appropriate to their roles and responsibilities.

Multi-Level User Authentication: The software shall support multiple levels of user
authentication, including username/password combinations, smart card authentication, and
biometric authentication options. The authentication system shall integrate with existing
corporate security systems where applicable.

Role-Based Access Control: The software shall implement role-based access control,
enabling system administrators to define user roles with specific permissions and capabilities.
The role-based system shall support predefined roles such as operator, supervisor,
administrator, and maintenance technician, with the ability to create custom roles as needed. |
Granular Permission Control: The access control system shall provide granular permission |
control, enabling specific functions and information to be restricted based on user roles. The
permission system shall control access to system controls, configuration functions, reporting
capabilities, and sensitive system information.

User Activity Logging: The software shall maintain comprehensive logs of all user activities,
including login/logout events, system access, control actions, and configuration changes. The
activity logs shall be tamper-proof and shall provide complete audit trails for security and
compliance purposes.

Session Management: The software shall implement secure session management, including
automatic session timeout, concurrent session control, and secure session termination. The
session management shall prevent unauthorized access through unattended workstations and
shall maintain security during normal operations.

Password Policy Enforcement: The software shall enforce configurable password policies,
including minimum password length, complexity requirements, password expiration, and
password history. The password policy shall support corporate security standards and
regulatory compliance requirements.

Administrative Controls: System administrators shall have comprehensive control over user
accounts, permissions, and security settings. The administrative interface shall provide tools
for user management, security policy configuration, and security monitoring.

5.5 Integration and Communication Protocols

Standards: EN54 Parts 2, 4 & 13

The management software shall support comprehensive integration capabilities, enabling
connection with fire alarm control panels, building management systems, security systems,
and other facility management platforms.

Fire Alarm Panel Integration: The software shall integrate directly with fire alarm control
pancls through multiple communication methods, including serial connections, network
connections, and proprietary communication protocols. The integration shall provide real-
time bidircctional communication for monitoring and control functions.

Standard Communication Protocols: The software shall support industry-standard
communication protocols, including BACnet, Modbus, OPC (OLE for Process Control),




SNMP, and TCP/IP networking protocols. The protocol support shall enable integration with
a wide variety of building systems and equipment.

OPC Client/Server Capability: The software shall include both OPC client and OPC server
capabilities, enabling integration with other OPC-compliant systems and applications. The
OPC implementation shall support real-time data exchange and shall maintain data integrity
across all connected systems.

Building Management System Integration: The software shall integrate with building
management systems (BMS) to provide coordinated facility management capabilities. The
BMS integration shall support sharing of fire alarm information with HVAC systems,
lighting systems, access control systems, and other building automation equipment.
Network Communication: The software shall support network communication over local area
networks (LAN) and wide area networks (WAN), enabling remote monitoring and control
capabilities. The network communication shall be secure and shall support various network
topologies and configurations.

Mobile Device Integration: The software shall support integration with mobile devices,
cnabling remote monitoring and notification capabilities through smartphones and tablets.
The mobile integration shall provide appropriate security measures and shall support both
i0S and Android platforms.

Third-Party System Integration: The software shall provide APIs (Application Programming
Interfaces) and SDKs (Software Development Kits) to enable integration with third-party
systems and custom applications. The integration tools shall support both real-time data
exchange and batch data processing.

5.6 Reporting and Data Export Functions

Standards: EN54 Parts 2 & 4

The management software shall provide comprehensive reporting and data export
capabilities, enabling users to generate detailed reports for regulatory compliance, system
analysis, and operational management.

Standard Report Templates: The software shall include a comprehensive library of standard
report templates, including alarm summary reports, device status reports, system performance
reports, maintenance reports, and compliance reports. The standard templates shall be
customizable to meet specific organizational requirements.

Custom Report Generation: The software shall support custom report generation, enabling
users to create reports tailored to specific needs and requirements. The custom report
generator shall provide drag-and-drop report design capabilities and shall support various
data sources and formatting options.

Scheduled Reporting: The software shall support scheduled automatic report generation,
enabling regular reports to be generated and distributed without manual intervention. The
scheduling system shall support daily, weekly, monthly, and custom scheduling intervals.
Data Export Capabilities: The software shall provide comprehensive data export capabilities,
supporting export to Microsoft Excel, Microsoft Word, PDF, CSV, and other standard file
formats. The export functions shall maintain data integrity and formatting and shall support
both summary and detailed data export.

Real-Time Data Access: The software shall provide real-time data access capabilities,
enabling external applications to access current system status and event information. The
real-time access shall support both polling and event-driven data retrieval methods.
Historical Data Analysis: The software shall provide tools for historical data analysis,
enabling users to identify trends, analyse system performance, and generate statistical reports.



The analysis tools shall support graphical data presentation and shall provide various
statistical analysis functions.

Regulatory Compliance Reporting: The software shall support regulatory compliance
reporting, providing reports formatted to meet specific regulatory requirements. The
compliance reporting shall be configurable to support different regulatory jurisdictions and
requirements.

5.7 Network and Remote Access Capabilities

Standards: EN54 Parts 2, 4 & 13

The management software shall provide comprehensive network and remote access
capabilities, enabling distributed system management and remote monitoring from multiple
locations.

Client/Server Architecture: The software shall utilize a client/server architecture, supporting
multiple client workstations connected to a central server. The client/server system shall
support up to 50 concurrent client connections and shall provide load balancing and fault
tolerance capabilities.

Remote Workstation Support: The software shall support remote workstations connected
through local area networks, wide area networks, and internet connections. The remote
workstation support shall provide full functionality equivalent to local workstations while
maintaining appropriate security measures.

Web-Based Access: The software shall provide web-based access capabilities, enabling
system monitoring and limited control functions through standard web browsers. The web
interface shall support both desktop and mobile browsers and shall provide responsive desi gn
for different screen sizes.

Sccure Remote Access: All remote access capabilities shall implement comprehensive
security measures, including encrypted communications, VPN support, and secure
authentication. The security measures shall protect against unauthorized access while
providing reliable remote connectivity.

Redundancy and Failover: The software shall support redundancy and failover capabilities,
enabling continued operation in the event of server or network failures. The redundancy
system shall provide automatic failover and shall maintain data integrity during system
transitions.

Performance Optimization: The network communication shall be optimized for performance,
minimizing bandwidth requirements while maintaining real-time responsiveness. The
optimization shall support operation over various network types and speeds.

Mobile Application Support: The software shall support dedicated mobile applications for
smartphones and tablets, providing optimized interfaces for mobile device operation. The
mobile applications shall support both iOS and Android platforms and shall provide
appropriate functionality for mobile use.

6. SYSTEM INTEGRATION AND NETWORKING

6.1 Network Architecture Requirements

Standards: EN54 Parts 2, 4 & 13

The fire alarm system network architecture shall be designed to provide reliable, secure, and
scalable communication between all system components while supporting future expansion
and integration requirements.




Network Topology: The system shall support multiple network topologies, including ring,
star, and hybrid configurations, to accommodate different installation requirements and
provide optimal reliability. The network topology shall be configurable during installation
and shall support modification for future expansion.

Communication Media: The network shall support multiple communication media, including
copper cable, fiber optic cable, and wireless communication options. The communication
media selection shall be based on installation requirements, distance limitations, and
environmental conditions.

Network Protocols: The system shall utilize industry-standard network protocols optimized
for fire alarm applications, providing reliable data transmission with error detection and
correction capabilities. The protocols shall support both real-time communication and bulk
data transfer requirements.

Bandwidth Management: The network shall include intelligent bandwidth management
capabilities, prioritizing critical fire alarm communications while supporting other system
functions. The bandwidth management shall ensure that alarm conditions receive immediate
attention regardless of network loading.

Network Security: All network communications shall be secured using industry-standard
encryption and authentication methods. The security system shall protect against
unauthorized access, data interception, and network intrusion while maintaining system
performance.

Quality of Service: The network shall implement quality of service (QoS) mechanisms to
ensure reliable delivery of critical fire alarm communications. The QoS system shall
prioritize alarm messages and shall provide guaranteed delivery for safety-critical
information.

6.2 Communication Protocols

Standards: EN54 Parts 2,4 & 13

The fire alarm system shall support multiple communication protocols to enable integration
with various building systems and external equipment while maintaining compatibility with
existing infrastructure.

Proprietary Protocols: The system shall utilize optimized proprietary protocols for
communication between fire alarm system components, providing maximum performance
and reliability for fire safety applications. The proprietary protocols shall be documented and
shall support third-party integration where appropriate.

Standard Protocols: The system shall support industry-standard communication protocols,
including BACnet, Modbus, SNMP, and TCP/IP, enabling integration with building
management systems, security systems, and other facility equipment. The standard protocol
implementation shall be certified for interoperability.

Legacy System Support: The system shall provide support for legacy communication
protocols, enabling integration with existing fire alarm systems and building equipment. The
legacy support shall include protocol conversion capabilities and shall maintain full
functionality for integrated systems.

Protocol Conversion: The system shall include protocol conversion capabilities, enabling
communication between systems using different protocols. The protocol conversion shall
maintain data integrity and shall provide bidirectional communication where supported.
Real-Time Communication: All communication protocols shall support real-time
communication requirements for fire alarm applications, providing immediate notification of
alarm conditions and system status changes. The real-time capability shall meet or exceed
industry standards for fire alarm system response times.



Data Integrity: The communication protocols shall include comprehensive data integrity
protection, utilizing checksums, error detection, and automatic retransmission to ensure
reliable data delivery. The data integrity protection shall prevent corruption of critical fire
safety information.

6.3 Integration with Building Management Systems

Standards: EN54 Parts 2,4 & 13

The fire alarm system shall provide comprehensive integration capabilities with building
management systems (BMS), enabling coordinated facility management and enhanced
emergency response capabilities.

BMS Communication: The system shall communicate with building management systems
using standard protocols such as BACnet, providing real-time sharing of fire alarm status and
enabling coordinated building system responses. The BMS communication shall support both
monitoring and control functions.

HVAC Integration: The fire alarm system shall integrate with HVAC systems to provide
coordinated smoke management, including automatic shutdown of air handling units,
activation of smoke exhaust systems, and control of fire/smoke dampers. The HVAC
integration shall support complex smoke management strategies.

Elevator Integration: The system shall provide integration with elevator control systems,
enabling automatic elevator recall during fire conditions and preventing elevator use in
affected arcas. The elevator integration shall comply with applicable elevator safety codes
and standards.

Access Control Integration: The fire alarm system shall integrate with access control systems
to provide coordinated security and fire safety responses, including automatic door unlocking
during evacuation and restriction of access to affected areas. The access control integration
shall maintain appropriate security levels.

Lighting System Integration: The system shall integrate with lighting control systems to
provide emergency lighting activation, evacuation route illumination, and visual guidance
during emergency conditions. The lighting integration shall support both normal and
emergency lighting functions.

Mass Notification Integration: The fire alarm system shall integrate with mass notification
systems to provide coordinated emergency communications, including voice announcements,
text messaging, and visual displays. The mass notification integration shall support various
communication methods and shall prioritize fire alarm messages.

6.4 Remote Monitoring Capabilities

Standards: EN54 Parts 2, 4 & 13

The fire alarm system shall provide comprehensive remote monitoring capabilities, enabling
off-site monitoring of system status and alarm conditions by qualified monitoring services
and facility management personnel.

Central Station Monitoring: The system shall support connection to UL-listed central
monitoring stations, providing 24/7 professional monitoring of fire alarm conditions. The
central station connection shall utilize redundant communication paths and shall meet all
applicable standards for fire alarm monitoring.

Internet-Based Monitoring: The system shall support internet-based monitoring capabilities,
enabling remote access to system status and alarm information through secure web interfaces.
The internet monitoring shall provide real-time information and shall support mobile device
access.



Notification Methods: The remote monitoring system shall support multiple notification
methods, including telephone, email, text messaging, and mobile application notifications.
The notification system shall be configurable for different event types and user preferences.
Redundant Communication: The remote monitoring system shall utilize redundant
communication paths to ensure reliable transmission of alarm signals, including primary and
backup communication methods. The redundant communication shall provide automatic
failover and shall meet reliability standards.

Monitoring Station Integration: The system shall integrate with monitoring station equipment
and software, providing seamless information transfer and enabling efficient alarm
processing. The monitoring station integration shall support standard monitoring protocols
and formats.

Performance Monitoring: The remote monitoring system shall include performance
monitoring capabilities, tracking communication reliability, response times, and system
availability. The performance monitoring shall provide reports and alerts for system
optimization.

7. INSTALLATION AND COMMISSIONING
REQUIREMENTS

7.1 Installation Standards and Practices

Standards: EN54 All Parts, Local Fire Safety Regulations

All fire alarm system installation work shall be performed in accordance with applicable
codes, standards, and manufacturer requirements, ensuring proper system operation and
compliance with regulatory requirements.

Code Compliance: Installation shall comply with all applicable local, national, and
international codes and standards, including NFPA 72, EN54 series standards, and local fire
safety regulations. The installation shall be performed by qualified technicians with
appropriate certifications and training.

Wiring Requirements: All system wiring shall be installed using appropriate fire-rated cables
and shall be protected according to applicable codes. The wiring installation shall provide
proper circuit supervision, isolation, and protection against physical damage and
environmental conditions.

Device Installation: All fire alarm devices shall be installed according to manufacturer
specifications and applicable codes, ensuring proper coverage, accessibility, and
environmental protection. Device installation shall consider maintenance requirements and
shall provide appropriate identification and labelling.

Grounding and Bonding: The fire alarm system shall be properly grounded and bonded
according to applicable electrical codes and standards. The grounding system shall provide
protection against electrical faults and shall minimize interference from other electrical
systems.

Documentation Requirements: Complete installation documentation shall be provided,
including as-built drawings, device locations, wiring diagrams, and system configuration
information. The documentation shall be maintained throughout the system lifecycle and
shall be updated for any system modifications.

Quality Assurance: Installation work shall be subject to comprehensive quality assurance
procedures, including inspection, testing, and verification of all system components and
functions. The quality assurance program shall ensure compliance with specifications and
standards.



7.2 Testing and Commissioning Procedures

Standards: EN54 All Parts

Comprehensive testing and commissioning procedures shall be implemented to verify proper
system operation and compliance with all applicable requirements before system acceptance.
Factory Testing: All system components shall undergo comprehensive factory testing before
shipment, including functional testing, environmental testing, and quality assurance
verification. Factory testing shall be documented and shall provide certification of component
performance.

Installation Testing: Installation testing shall be performed during and after installation to
verify proper wiring, device operation, and system functionality. The installation testing shall
include continuity testing, insulation testing, and functional verification of all system
components,

System Integration Testing: Comprehensive system integration testing shall be performed to
verify proper operation of all system functions, including detection, notification, control, and
communication capabilities. The integration testing shall simulate various alarm and fault
conditions.

Performance Testing: System performance testing shall verify that all performance
requirements are met, including detection sensitivity, response times, notification levels, and
communication reliability. Performance testing shall be conducted under various
environmental conditions.

Acceptance Testing: Final acceptance testing shall be performed in the presence of the
system owner or designated representative, demonstrating full system functionality and
compliance with specifications. The acceptance testing shall include documentation of all test
results.

Commissioning Documentation: Complete commissioning documentation shall be provided,
including test results, performance verification, trainin g records, and system operation
manuals. The commissioning documentation shall serve as the baseline for future system
maintenance and modifications.

7.3 Documentation and Training Requirements

Standards: EN54 Parts 2 & 4

Comprehensive documentation and training shall be provided to ensure proper system
operation, maintenance, and management throughout the system lifecycle.

System Documentation: Complete system documentation shall include design drawings,
installation drawings, operation manuals, maintenance procedures, and troubleshooting
guides. The documentation shall be provided in both printed and electronic formats and shall
be maintained current throughout the system lifecycle.

User Training: Comprehensive user training shall be provided for all personnel responsible
for system operation, including facility managers, security personnel, and maintenance staff.
The training shall cover normal operation, emergency procedures, and basic troubleshooting.
Maintenance Training: Specialized maintenance training shall be provided for personnel
responsible for system maintenance and service. The maintenance training shall cover
preventive maintenance procedures, diagnostic techniques, and repair procedures.

Training Documentation: All training activities shall be documented, including training
materials, attendance records, and competency verification. The training documentation shall
support ongoing training programs and regulatory compliance requirements.




Ongoing Support: Ongoing technical support shall be available to assist with system
operation, maintenance, and troubleshooting. The support services shall include telephone
support, on-site service, and remote diagnostic capabilities.

Update Procedures: Procedures shall be established for updating system documentation and
training materials when system modifications or upgrades are implemented. The update
procedures shall ensure that all documentation remains current and accurate.

8. MAINTENANCE AND SUPPORT

8.1 Preventive Maintenance Requirements

Standards: EN54 All Parts

A comprehensive preventive maintenance program shall be implemented to ensure continued
reliable operation of the fire alarm system throughout its service life.

Maintenance Schedule: A detailed maintenance schedule shall be established based on
manufacturer recommendations, applicable codes and standards, and environmental
conditions. The maintenance schedule shall specify inspection intervals, testing procedures,
and maintenance tasks for all system components.

Inspection Procedures: Regular inspection procedures shall be performed to verify proper
system operation and identify potential problems before they result in system failures. The
inspection procedures shall include visual inspection, functional testing, and performance
verification.

Testing Requirements: Comprehensive testing shall be performed at specified intervals to
verify continued compliance with performance requirements and applicable standards. The
testing shall include sensitivity testing, functional testing, and communication verification.
Cleaning Procedures: Regular cleaning procedures shall be implemented to maintain optimal
system performance, particularly for smoke detection devices that may be affected by dust
and contamination. The cleaning procedures shall follow manufacturer recommendations and
shall use appropriate cleaning materials and techniques.

Record Keeping: Detailed maintenance records shall be maintained for all system
components, including inspection results, test data, maintenance activities, and component
replacements. The maintenance records shall support regulatory compliance and shall provide
historical performance data.

Predictive Maintenance: Where applicable, predictive maintenance techniques shall be
utilized to identify potential component failures before they occur. Predictive maintenance
shall include trend analysis, performance monitoring, and condition assessment.

8.2 Technical Support and Warranty

Standards: EN54 All Parts

Comprehensive technical support and warranty coverage shall be provided to ensure
continued system reliability and performance throughout the warranty period and beyond.
Warranty Coverage: All system components shall be covered by comprehensive warranty
protection, including parts and labor coverage for a2 minimum period as specified by the
manufacturer. The warranty shall cover defects in materials and workmanship and shall
provide prompt repair or replacement of defective components.

Technical Support Services: Technical support services shall be available to assist with
system operation, troubleshooting, and maintenance activities. The support services shall
include telephone support, email support, and remote diagnostic capabilities.



Response Time Requirements: Technical support response times shall be specified for
different types of service requests, with priority given to emergency situations and system
failures that affect fire safety capabilities. Response times shall meet or exceed industry
standards for fire alarm system support.

Service Personnel Qualifications: All service personnel shall be properly trained and certified
for work on the specific fire alarm system components and shall maintain current
certifications and training. Service personnel qualifications shall be documented and verified.
Service Documentation: All service activities shall be properly documented, including
service reports, parts replacement records, and system modifications. The service
documentation shall be maintained as part of the permanent system records.

Escalation Procedures: Clear escalation procedures shall be established for service issues that
cannot be resolved through normal support channels. The escalation procedures shall ensure
that critical issues receive appropriate attention and resources.

8.3 Spare Parts and Service Availability

Standards: EN54 All Parts

Adequate spare parts inventory and service availability shall be maintained to ensure prompt
repair of system components and minimal system downtime.

Spare Parts Inventory: A recommended spare parts inventory shall be established based on
system size, component reliability, and criticality of different system functions. The spare
parts inventory shall include commonly replaced components and critical system elements.
Parts Availability: Long-term parts availability shall be guaranteed for all system
components, with commitment to maintain parts availability for a minimum period after
system installation. Parts availability shall include both original components and approved
substitutes.

Service Availability: Service availability shall be maintained throughout the system service
life, with qualified service personnel available for routine maintenance and emergency
repairs. Service availability shall include both local service and factory support.
Obsolescence Management: Procedures shall be established for managing component
obsolescence, including advance notification of discontinued products, availability of
replacement components, and upgrade paths for obsolete equipment.

Emergency Service: Emergency service capabilities shall be available for critical system
failures that affect fire safety capabilities. Emergency service shall provide rapid response
and shall prioritize restoration of fire safety functions.

Service Contracts: Comprehensive service contracts shall be available to provide ongoing
maintenance and support services. Service contracts shall include preventive maintenance,
emergency service, and parts coverage as appropriate for different service levels.

TECHNICAL STANDARDS AND COMPLIANCE

Applicable Standards

This specification is based on and requires compliance with the following technical standards
and codes:

European Standards:

*EN54-1: Fire detection and fire alarm systems - General and definitions

*EN54-2: Fire detection and fire alarm systems - Control and indicating equipment

*EN54-3: Fire detection and fire alarm systems - Fire alarm devices - Sounders



*EN54-4: Fire detection and fire alarm systems - Power supply equipment

*EN54-5: Fire detection and fire alarm systems - Heat detectors

*EN54-7: Fire detection and fire alarm systems - Smoke detectors

*EN54-11: Fire detection and fire alarm systems - Manual call points

*EN54-12: Fire detection and fire alarm systems - Smoke detectors - Line detectors using an
optical light beam

*EN54-13: Fire detection and fire alarm systems - Compatibility and connect ability
assessment

*EN54-16: Fire detection and fire alarm systems - Voice alarm control and indicating
equipment

*EN54-17: Fire detection and fire alarm systems - Short-circuit isolators

*EN54-18: Fire detection and fire alarm systems - Input/output devices

*EN54-23: Fire detection and fire alarm systems - Visual alarm devices

*ENS54-24: Fire detection and fire alarm systems - Loudspeakers

International Standards:

*ISO 7240 series: Fire detection and alarm systems

*IEC 60839 series: Alarm and electronic security systems

National Standards (as applicable):

*NFPA 72: National Fire Alarm and Signalling Code

*UL 864: Control Units and Accessories for Fire Alarm Systems

*UL 268: Smoke Detectors for Fire Alarm Systems

*UL 521: Heat Detectors for Fire Protective Signalling Systems

Performance Requirements Summary

System Capacity:

«Maximum 200 devices per loop

*Maximum 2 loops per compact control panel

*Maximum 31 panels per network domain

*Maximum 200 panels per multi-domain network

*Point capacity up to 250,000 addressable points

«Event storage capacity minimum 2.5 million records
Environmental Specifications:

*Operating temperature: -10°C to +55°C

*Storage temperature: -25°C to +70°C

*Relative humidity: 5% to 95% non-condensing

*Ingress protection: IP20 minimum (higher ratings as required)
Power Supply Requirements:

«Standby battery capacity: 24 hours normal + 30 minutes alarm
*Battery charging: Automatic with temperature compensation
*Power supply efficiency: Minimum 80%

*Voltage regulation: £5% under all load conditions
Communication Performance:

*Network response time: Maximum 10 seconds for alarm indication
*Device polling rate: Minimum once per 10 seconds
*Communication error rate: Less than 1 in 10”6 transmissions
*Network availability: 99.9% minimum

CONCLUSION



This specification document provides comprehensive requirements for a modern analogue
addressable fire alarm system with integrated professional management software capabilities.
The system specified herein represents current best practices in fire detection technology
while maintaining compatibility with existing standards and future expansion requirements.
The brand-neutral approach of this specification ensures competitive procurement while
maintaining the highest standards of fire safety performance. All requirements specified are
based on proven technologies and established industry standards, ensuring reliable system
operation and regulatory compliance.

Successful implementation of this specification will result in a fire alarm system that provides
optimal fire detection capabilities, comprehensive management functionality, and seamless
integration with building systems and professional monitoring services. The system will
support current operational requirements while providing the flexibility and scalability
needed for future expansion and enhancement.

The professional fire alarm management software requirements specified in Section 5 ensure
that the system will provide modern, user-friendly interfaces for system management while
supporting the advanced features required by today's facility management professionals. The
integration capabilities specified will enable the fire alarm system to function as part of a
comprehensive building safety and management platform.

This specification should be used in conjunction with applicable codes, standards, and local
requirements to ensure complete compliance with all regulatory and performance
requirements. Professional consultation should be obtained for specific applications and
installations to ensure optimal system design and performance.



